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Preface
Years ago, carrier security was a phrase that
most trucking firms did not use or they defined it
in different ways. Large carriers formerly
addressed security in terms of preventing theft to
high value cargo or protecting deliveries in high
crime areas. But the definition of security has
taken on a new meaning. Large and small
carriers now need to recognize existing
exposures from a new perspective, and decide
on steps to minimize these exposures. Owners
and employees are becoming more alert to their
surroundings using this new awareness. The
threat of harm to a carrier, its cargo, and
employees is more prevalent than ever in the
hazardous carrier industry. This handbook
offers common sense information to hazardous
materials carriers. It compliments your
experience in hazardous hauling and highlights
small changes to every day operations. Carrier
success is related to the recognition,
understanding, and managing all aspects of
security in the workplace.
While insurance companies are pioneering this
new aspect of carrier operations, Freberg
Environmental, Inc. has compiled examples
from experts in the field and government entities
that deal with carrier trucking risks. This
handbook has been written to help you operate
in a more secure environment.
Freberg Environmental, Inc.
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We encourage you to read this handbook, and to
think about exposures or situations that may be
specific to your operation. Our intent is to
provide a good basis for recognizing and
managing security measures for hazardous
materials and waste carriers. As this topic
develops, carriers will be more prepared, more
educated, and more likely to avoid costly claims
or situations.

Gayle Watson
Senior Trucking Underwriter
Freberg Environmental, Inc.
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CHAPTER 1.

INTRODUCTION
In this handbook, Freberg Environmental, Inc.
(FEI) provides guidelines for security issues
related to truckers that transport hazardous
materials. These guidelines reduce the risk of
harm posed by distribution of hazardous
materials to the general public, carriers,
distributors, employees, and the environment.
This handbook incorporates guidelines
established by the Federal Motor Carrier Safety
Administration.
This chapter provides information about
Recognizing and Managing Carrier Security: A
Handbook for Hazardous Material Transporters
in the following sections:
♦ Who the Handbook Is For
♦ Benefits Of Carrier Security
♦ Resources for This Handbook
♦ How The Handbook Is Organized

Who the Handbook Is For
This handbook is written for carrier owners and
managers responsible for security at their sites
and their transportation operations. The
handbook helps carriers better manage their
workplace and en route security, and in doing
so, protect employees, the public, the
environment, and the company. This handbook
Freberg Environmental, Inc.
Recognizing & Managing Carrier Security:
A Handbook for Hazardous Material Transporters
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addresses security for en route transportation of
hazardous material shipments and at fixed
facilities. The guidelines in this handbook can
be implemented for a carrier security program.

Benefits of Carrier Security
The benefits of a security program come from a
reduced likelihood of large and small incidents.
Both types of incidents can result in costly
losses to the carrier. The cost of implementing a
carrier security program is significantly less than
the costs that may follow a major or even minor
incident resulting from a security breach.
A carrier security program benefits the public,
the environment, the carriers’ employees, and
the carrier. These benefits are listed in Figure
1-1.

Resources for This Handbook
Several aspects of this handbook are developed
from the following resources:
♦ "Security Talking Points," Federal Motor
Carrier Safety Administration (2001)
♦ "Site Security Guidelines for the U.S.
Chemical Industry "by the American
Chemistry Council (October 2001)

Copyright © 2001 by Freberg Environmental, Inc.
All rights reserved.
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♦ "Transportation Security Guidelines for the
U.S. Chemical Industry" by the American
Chemistry Council (2001)
♦ Interviews with selected hazardous material
transportation carriers
♦ Federal Motor Carrier Safety Administration
♦ Selected law enforcement officials

Figure 1-1. Carrier Security Management Program: Assurance Measures
and Benefits.
Personnel Security
Assurance Measures

•Pre-Employment Screening
•Employee Identification
•Personnel Communications
•Termination Procedures
•Workplace Violence Prevention

Site Security
Assurance Measures

•Access Control Measures
•Perimeter Protection Measures
•Security Officers
•Shipment and Package Control Measures

En Route Security
Assurance Measures

•Transportation Planning
•Vehicle Security
•Communications
•Compliance with DOT regulations

Carrier Security Management Program
Policy – Communication – Training – Reporting – Innovation – Investigation – Enforcement – Reassessment

that provides benefits for the …
Public

•Improve Relationship with Local
Authorities and Surrounding
Communities
•Obtain Assistance/Guidance

Environment

•Reduce Pollution Risk

Employees

•Provide Safe Working
Environment
•Establish Clear Security
Guidelines
•Increase Employee Involvement
•Improve Workplace Quality

Carrier

•Provide Operations Integrity
•Reduce Financial Risk
•Protect Customers/Business
•Protect Company Reputation

How the Handbook Is Organized
This handbook includes examples of types of
activity carriers should evaluate for their
security program, but does not include all
Freberg Environmental, Inc.
Recognizing & Managing Carrier Security:
A Handbook for Hazardous Material Transporters
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transportation security considerations for
hazardous material transporters. The
implementation of the guidelines vary according
to the chemical being distributed, the mode and
route of transportation, the activity involved, the
type of vehicle, the size of the carrier, and the
type of operations of the carrier.
Elements of a carrier security program vary
depending on a number of considerations such
as size, operational characteristics, and
commodity hazards, but includes the following
elements presented in this handbook:
♦ Ensuring Personnel Security
♦ Assuring Site and Package Security
♦ Assuring En Route Security
♦ Establishing a Carrier Security Program
♦ Assessing Security Risk for Commodities
Each of these elements are presented in the
following chapters. Sample documents and
reference information referenced in these
chapters are provided in the following
appendices:
A.
B.
C.

Personnel Security Sample Documents
Carrier Security Program Documents
Department of Transportation Hazard
Classifications

Tables and figures referenced in the handbook
appear as close as possible to where they are
first referenced.
Copyright © 2001 by Freberg Environmental, Inc.
All rights reserved.
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CHAPTER 2.

ENSURING PERSONNEL SECURITY
Personnel security management is a fundamental
element of a company security program.
Contractors including owner-operators used by
the carrier should be required to screen their
employees before they can access the carrier's
facilities. Guidelines for personnel security are
provided in the following subsections:
♦ Conducting Pre-employment Screening
♦ Understanding Driver's License
Requirements for Transportation of
Hazardous Materials
♦ Identifying On-Site and En Route
Employees
♦ Implementing Personnel Communications
Policies
♦ Terminating Employment
♦ Preventing and Responding to Workplace
Violence

Conducting Pre-Employment Screening
Stringent pre-employment screening is the most
critical element of an effective carrier security
program. To ensure that applicants do not pose
a security risk, conduct thorough background
record checks and in-depth face-to-face
interviews of applicants for employment.
Provide the following documents to the
applicant to read and complete:
Freberg Environmental, Inc.
Recognizing & Managing Carrier Security:
A Handbook for Hazardous Material Transporters
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♦ Driver’s License Application for
Employment
♦ Request for Information from Previous
Employer
♦ Employee Disclosure Form
♦ Summary of Your Rights Under the Fair
Credit Reporting Act
Samples of these documents are provided in
Appendix A along with a Sample PreEmployment Screening Policy.
Conduct more detailed background record
checks for applicants if any of the following
suspicious indicators are found.
♦ Gaps in employment. Federal requirements
require a 3-year employment review. FEI
recommends that carriers conduct a 10-year
employment review that includes direct
communication with previous employers.
♦ Frequent job shifts. Frequent job shifts may
indicate applicants with a potential for
unstable behavior.
♦ Different names used by applicant.
Carefully screen applicants who use
different names or aliases. Include all
aliases when conducting criminal
background checks.
♦ Unsatisfactory military discharge.
♦ Non-United States (U.S.) citizenship.
Consider lack of U.S. citizenship as a
Copyright © 2001 by Freberg Environmental, Inc.
All rights reserved.
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significant indicator because of the difficulty
in verifying non-U.S. employment history.
Verify citizenship for all applicants and
current employees. For noncitizens, verify
that all immigration papers are on file at the
Immigration and Naturalization Service
(INS) office and properly documented.
♦ Frequent changes in residence. Moves from
state to state could indicate a legal or driving
history problem.
♦ Lack of or insufficient personal references.
Review and contact personal references to
verify accuracy of the references and
evaluate applicant characteristics.
♦ Criminal history. Conduct a criminal
background check for all applicants and all
current employees. Consider significant
and/or frequent infractions as a significant
indicator for security concern. Criminal
background checks vary in cost. Include all
of the applicant’s aliases in the request for a
criminal background check.
Conduct face-to-face interviews with all
applicants.

♦ History of driver logbook violations.
Evaluate all driver logbook violations.
Disqualify any driver with a history of
falsifying driver's logbook.
Require the applicant to inform the carrier of
any of these suspicious indicators. Confirm the
correctness of his/her information so that the
carrier can subsequently disqualify the applicant
if a discrepancy is found.

Freberg Environmental, Inc.
Recognizing & Managing Carrier Security:
A Handbook for Hazardous Material Transporters
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Conduct face-to-face interviews to appraise the
applicant’s personality, character, motivation,
honesty, integrity, and reliability. Psychological
tests may be conducted by the carrier or thirdparty contractors.
Report any significant suspicious findings
immediately to the local police, Department of
Justice (DOJ), or Federal Bureau of
Investigation office. Management may want to
fingerprint and photograph all applicants to
firmly establish a traceable identity record.

Understanding Driver's License
Requirements for Transportation of
Hazardous Materials

DOT is implementing rules for
the USAPATRIOT Act of 2001.

Copyright © 2001 by Freberg Environmental, Inc.
All rights reserved.

Section 1012 of the "Uniting and Strengthening
America by Providing Appropriate Tools
Required to Intercept and Obstruct Terrorism
(USAPATRIOT) Act of 2001" [Public Law 10756, October 26, 2001] amends the Hazardous
Materials Transportation Act. The amendment
prohibits states from issuing or renewing a
license to operate a motor vehicle transporting a
hazardous material in commerce unless the
Department of Transportation (DOT) has first
determined that the applicant does not pose a
security risk warranting denial of a license. It
also requires the DOJ to perform a background
records check on anyone requesting a license or
renewal to transport hazardous materials. DOT
2-4
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has not implemented full rulemaking for Section
1012.

Identifying On-Site and En Route
Employees
FEI recommends requiring photo identification
badges for all employees, including drivers,
handlers, supervisors, and management. Photo
identification badges may also be considered for
nonemployees who regularly use the carrier's
facilities including maintenance contractors,
interline carriers, shipper, or consignee
personnel.

Implementing Personnel
Communications Policies
Include security topics in all safety meetings
with employees and managers. Clearly post
security-related policies in prominent locations
at terminals and driver locker rooms. Obtain
employee’s signatures to acknowledge that they
have read policies regarding carrier security.
Record attendance meetings where important
security topics are discussed. Placed signed
copies in drivers’ personnel files.

Terminating Employment
When terminating employees, observe the
following guidelines.
Freberg Environmental, Inc.
Recognizing & Managing Carrier Security:
A Handbook for Hazardous Material Transporters
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♦ Treat the person with respect.
♦ Collect the employee's keys to the facility
and vehicles and photo identification.
♦ Change locks that the employee may have
had access to.
♦ Change computer passwords if appropriate.
For involuntary terminations, perform the
following additional tasks.
♦ Assess the employee's violence potential
before termination and, if appropriate, take
additional security precautions.
♦ Escort the departing employee out of the
facility.

Preventing and Responding to
Workplace Violence
Attempt to stop workplace violence before any
employee is harmed or a threat develops to the
company and/or the public. Take actions against
threats and intimidation as well as actual
violence.
Consider the following measures to prevent and
respond to workplace violence.
♦ Adopt a policy of prohibiting (and
responding to all reports of) physical
violence, verbal abuse, willful destruction of
company property, and intimidation.
Consider suspending suspects from work
Copyright © 2001 by Freberg Environmental, Inc.
All rights reserved.
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while the reports are investigated. Respond
to confirmed reports with counseling,
reprimands, or termination of employment.
♦ Teach employees how to recognize the early
warning signs of a troubled or potentially
violent person and how to respond.
♦ Require employees who have obtained
court-issued restraining orders to notify
management immediately. Managers can
then take steps to protect all employees and
can notify law enforcement of any
violations.
♦ Limit former employees’ access to the
workplace as appropriate.
♦ Strictly enforce policies forbidding the use
and possession of drugs at any time and the
possession of alcohol and weapons at work.
♦ Train managers on appropriate ways to
handle difficult employee terminations,
layoffs, and discipline.
♦ After a violent incident, evaluate the
potential for further violence at the facility.
♦ Help employees with the psychological
consequences of workplace violence. Doing
so not only is humane, but also helps reduce
losses caused by absence, loss of
productivity, and workers’ compensation
claims.
♦ Support prosecution of offenders by
accommodating employees who are needed

Freberg Environmental, Inc.
Recognizing & Managing Carrier Security:
A Handbook for Hazardous Material Transporters

2-7

Copyright © 2001 by Freberg Environmental, Inc.
All rights reserved.

for court appearances and cooperation with
the prosecution.
♦ To avoid a defamation suit by accused
employees who are acquitted, managers
investigate allegations quickly and quietly.
Appendix A provides a sample policy on
employee misconduct and workplace violence.

Copyright © 2001 by Freberg Environmental, Inc.
All rights reserved.
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CHAPTER 3.

ASSURING SITE AND PACKAGE
SECURITY
Site and package security is an important
consideration wherever hazardous materials are
stored, trans-loaded, accumulated, transferred, or
otherwise in the transportation process. This
chapter provides guidelines for the following
site and shipping security assurance elements in
the following sections:
♦ Controlling Access
♦ Protecting the Perimeter
♦ Providing Security Officers
♦ Controlling Packages

Controlling Access
Access controls are physical measures for
managing the passage of personnel and vehicles
into, out of, and within a facility. The level of
access control varies from facility to facility.
Control measures depend on the following
variables:
♦ Number of employees
♦ Hazards of materials present
♦ Level of pedestrian and vehicular traffic into
and out of the facility
♦ Degree to which facility operations are
controversial

Freberg Environmental, Inc.
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♦ Attractiveness of the facility as a target of
various threats
♦ Proximity to populated areas
♦ Facility security history
♦ Law enforcement concerns
Although many access controls require
employee involvement, managers should not
inform employees of all of the security measures
it uses. Some employees require a greater
knowledge of security measures than other
employees do. Include the following access
controls in a carrier security program.
♦ Appropriate locks on interior and exterior
doors, fences, and other passageways.
♦ Adequately lighted facility areas. Arrange
access points, office areas, and storage areas
so that unescorted visitors can be easily
identified. Keep closets locked. Equip
windows with appropriate locks and window
bars.
♦ Require employees, contractors including
owner-operators, and vendors to carry photo
identification badges. If identification
badges are not provided, treat these
personnel as visitors who are required to
check-in, show identification, carry visitor
badges, and use an on-site escort. Obtain a
list from contractors and vendors of
approved personnel who are authorized to
service the facility.
Copyright © 2001 by Freberg Environmental, Inc.
All rights reserved.
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♦ Require all visitors to show identification,
sign log-in sheets, carry visitor badges, and
be escorted while within the facility.
♦ Install electronic access control systems that
require the use of key cards at main
entrances and on other appropriate doors
that provides an audit trail of entrance and
exit to various areas.
♦ Provide surveillance for loading and
unloading areas for additional access
controls. Install closed circuit television to
monitor key areas of the facility. Use
motion sensors to trigger video recording
and alert security staff when someone enters
a restricted area.
♦ Establish standard procedures to determine
which cars, trucks, or other vehicles may
enter the site, through which gates, docks or
other entrances and for what purpose.

Protecting the Perimeter
Perimeter protection measures include:
♦ Fences or buildings to secure hazardous
materials storage areas.
♦ Bollards, trenches and "K-Rail" to prevent
vehicles from driving into the facility at
points others than official entrances.
Perimeter protection includes secure fences
and gates.

Freberg Environmental, Inc.
Recognizing & Managing Carrier Security:
A Handbook for Hazardous Material Transporters

♦ Vehicle gates equipped with retractable
barriers.
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♦ Setbacks from fence lines and clear zones
established to eliminate hiding places near
the site perimeter. Clear away bushes and
weeds from both the inside and outside of
the fence line to give a clear line of sight.
♦ Perimeter lighting so that employees and
passersby can observe potential intruders.

Providing Security Officers
Security officers provide a range of useful
security services, such as touring a site to look
for intruders or irregularities, staffing site
entrances to check identification, maintain entry
and exit logs, training employees and contractors
on security policies, and assisting with
emergencies. If security officers are deemed
appropriate, consider the following questions to
establish their responsibilities.
♦ Should the security staff tour the facility or
remain at fixed posts, or both?
♦ Should the security staff be contract or inhouse personnel?
♦ What level of training should the security
officer be required to attain (i.e. first aid,
cardio pulmonary resuscitation, emergency
response, etc.)?
♦ What level of pro-active interaction should
the security officer have with local police
and fire departments?

Copyright © 2001 by Freberg Environmental, Inc.
All rights reserved.
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How A Site Review Improved Access Control and Perimeter Protection
XYZ Trucking, a hazardous materials trucking company, reviewed its facilities for
security improvements following an alert issued by DOT and found the following
deficiencies.
•
•
•
•

The entrance gates to the material storage and truck parking areas were left open and
unguarded during business hours,
Weeds had grown up along the fence line
The fence line had several openings where damage to fence and soil erosion
occurred.
Unidentified personnel were found in material storage areas filling vending machines

As a result of the review, the carrier made the following improvements.
•
•
•

Gates were locked and a vehicle check-in system was instituted.
The fence was repaired and weeds were pulled to provide a clear view of the site
perimeter.
Employees were provided identification cards to be worn at all times when on-duty
and/or on the facility grounds. All visitors were required to sign-in, show
identification, and restricted to noncritical areas. The vending machines were moved
to the sign-in area that was visible to office personnel.

Controlling Packages
Package control guidelines include the
following.
♦ Implement standard procedures for control
of packages and/or shipments. Educate all
employees on package control procedures.
Post package control procedures in
prominent locations. Maintain records for
the acceptance and removal of all hazardous
materials to or from the facility.

Freberg Environmental, Inc.
Recognizing & Managing Carrier Security:
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♦ Compare all shipping papers to the actual
shipment being hauled by the carrier to
ensure they match.
♦ Determine the authenticity of shippers by
performing credit checks.
♦ Do not accept any hazardous material
shipments from unfamiliar shippers.
♦ Conduct parcel inspections using
magnetometers, X-ray screening, or
explosives detectors where appropriate.

Drivers must attend loading and
unloading.

Copyright © 2001 by Freberg Environmental, Inc.
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♦ Do not leave vehicles unattended during
loading or unloading. Require drivers to
verify observing the loading and unloading
process and verify that the shipment matches
the shipping papers or manifest.
♦ Equip containers with tamper-proof seals
that are numbered. Compare seal numbers
against documentation provided by the
shipper. Immediately report any seals that
have been removed or tampered with and
inspect the shipment.
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CHAPTER 4.

ASSURING EN ROUTE SECURITY
En route security assurance for all shipments,
includes the following elements described in this
chapter:
♦ Planning Transportation Operations
♦ Ensuring Vehicle Security
♦ Communicating
♦ Complying with DOT Regulations

Planning Transportation Operations
When planning transportation operations,
consider the following guidelines.
♦ Instruct drivers to use interstate highways
and by-passes whenever feasible. Avoid
travel in tunnels and on bridges. Regular
shipments should have designated routes
that avoid population centers where
possible.
♦ Transport the shipment only in the trailer (or
container) scheduled for the shipment. The
manager in charge of the shipment must
approve any changes in the vehicle to be
used.
♦ Prohibit drivers from making unscheduled
trips or performing any work not authorized
by proper documentation such as a work
order.

Freberg Environmental, Inc.
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♦ Occasionally switch drivers on routes where
practicable to reduce the potential for
collusion with would-be hijackers.
♦ Require drivers to supply a deadhead ticket.
Do not permit a "last load ticket" when a
trucker deadheads back to the terminal.

Ensuring Vehicle Security
To ensure vehicle security, consider the
following guidelines.
♦ Consider guards for very high hazard
shipments such as Department of Defense or
radioactive shipments.
♦ Permit driver layovers only in well lit truck
stops and require drivers to remain with
units and have meals in open truck stops
where they can observe the vehicle. Lock
windows and doors whenever the vehicle is
parked or when operating in potentially
unsafe areas. Prohibit unauthorized
personnel access to the vehicle. Inspect
vehicles after each stop to ensure good
mechanical condition and to identify
suspicious objects that may have been
attached to the vehicle.
♦ Enforce parking and attendance rules in the
Federal Regulations 49 Code of Federal
Regulations (CFR) Part 397.5.
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How A Security Review Improved En Route Security
XYZ Trucking reviewed their en-route security procedures following a DOT security
alert and found the following deficiencies.
•
•
•
•

On long-haul shipments, drivers were using interstate highway routes through several
downtown areas because the highway connections were more direct and the mileage
was shorter.
Drivers contacted the dispatcher only after the shipment had been delivered.
Drivers used public phones to contact the dispatcher.
Drivers picked up extra shipments from customers without advance paperwork and
notified the dispatcher after the pick-up

As a result of the review, this carrier made the following improvements:
•
•
•
•

Long-haul shipments were routed around urban areas on belt highways. The carrier
found that these alternative routes were faster than downtown route.
Drivers were equipped with cell phones and were required to report to the dispatcher
after every pick-up and delivery. The drivers could call customers before arrival and
reduce the time needed to receive the shipment and prepare receiving papers.
Drivers were required to call in to the dispatcher to obtain approval for handling extra
shipments.
Using the cell phones reduced delays in obtaining approvals. Obtaining this
information in advance virtually eliminated errors in processing the carrier’s
shipment paperwork.
♦ Do not drop or interchange shipments except
at terminals and/or other approved
shipper/consignee sites.
♦ Require seals and/or locks on all valves
and/or containers whenever the vehicle is
involved in overnight transportation, or
when the shipment is interchanged between
carriers.
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Communicating
This section provides guidelines for
communications for en route operations.
♦ Protect shipment information systems
against access by unauthorized individuals.
♦ Equip drivers with cell phones or require
them to check-in with dispatchers at prespecified intervals.
♦ Notify shippers and consignees of when
shipments are expected. If a shipment does
not arrive within a timely fashion, the
consignee or interchange carrier should
immediately notify the delivering carrier.
♦ Prohibit drivers from discussing the nature
of their shipment, the route or timing of
transportation, or other aspects of the
shipment with strangers or over the CB or
other radio.

Complying with DOT Regulations
Federal Requirements Pertaining to Attendance,
Surveillance, Parking, and Fueling of Motor
Vehicles involved in the Transportation of
Hazardous Materials (CFR 49 Part 397) are
significant to carrier security. An excerpt from
CFR 49 Part 397 is provided in Figure 4-1.
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Figure 4-1. Excerpt from CFR 49 Part 397.
§397.5 Attendance and surveillance of motor vehicles.
§397.5 Attendance and surveillance of motor vehicles.
(a) Except as provided in paragraph (b) of this section, a motor vehicle which contains a Division 1.1, 1.2, or 1.3
(a) Except as provided in paragraph (b) of this section, a motor vehicle which contains a Division 1.1, 1.2, or 1.3
(explosive) material must be attended at all times by its driver or a qualified representative of the motor carrier that
(explosive) material must be attended at all times by its driver or a qualified representative of the motor carrier that
operates it.
operates it.
(b) The rules in paragraph (a) of this section do not apply to a motor vehicle which contains Division 1.1, 1.2, or 1.3
(b) The rules in paragraph (a) of this section do not apply to a motor vehicle which contains Division 1.1, 1.2, or 1.3
material if all the following conditions exist -material if all the following conditions exist -(b)(1) The vehicle is located on the property of a motor carrier, on the property of a shipper or consignee of the
(b)(1) The vehicle is located on the property of a motor carrier, on the property of a shipper or consignee of the
explosives, in a safe haven, or, in the case of a vehicle containing 50 pounds or less of a Division 1.1, 1.2, or 1.3
explosives, in a safe haven, or, in the case of a vehicle containing 50 pounds or less of a Division 1.1, 1.2, or 1.3
material, on a construction or survey site; and
material, on a construction or survey site; and
(b)(2) The lawful bailee of the explosives is aware of the nature of the explosives the vehicle contains and has been
(b)(2) The lawful bailee of the explosives is aware of the nature of the explosives the vehicle contains and has been
instructed in the procedures which must be followed in emergencies; and
instructed in the procedures which must be followed in emergencies; and
(b)(3) The vehicle is within the bailee's unobstructed field of view or is located in a safe haven.
(b)(3) The vehicle is within the bailee's unobstructed field of view or is located in a safe haven.
(c) A motor vehicle which contains hazardous materials other than Division 1.1, 1.2, or 1.3, materials, and which is
(c) A motor vehicle which contains hazardous materials other than Division 1.1, 1.2, or 1.3, materials, and which is
located on a public street or highway, or the shoulder of a public highway, must be attended by its driver. However,
located on a public street or highway, or the shoulder of a public highway, must be attended by its driver. However,
the vehicle need not be attended while its driver is performing duties which are incident and necessary to the driver's
the vehicle need not be attended while its driver is performing duties which are incident and necessary to the driver's
duties as the operator of the vehicle.
duties as the operator of the vehicle.
(d) For purposes of this section -(d) For purposes of this section -(d)(1) A motor vehicle is attended when the person in charge of the vehicle is on the vehicle, awake, and not in a
(d)(1) A motor vehicle is attended when the person in charge of the vehicle is on the vehicle, awake, and not in a
sleeper berth, or is within 100 feet of the vehicle and has it within his/her unobstructed field of view.
sleeper berth, or is within 100 feet of the vehicle and has it within his/her unobstructed field of view.
(d)(2) A qualified representative of a motor carrier is a person who -(d)(2) A qualified representative of a motor carrier is a person who -(d)(2)(i) Has been designated by the carrier to attend the vehicle;
(d)(2)(i) Has been designated by the carrier to attend the vehicle;
(d)(2)(ii) Is aware of the nature of the hazardous materials contained in the vehicle he/she attends;
(d)(2)(ii) Is aware of the nature of the hazardous materials contained in the vehicle he/she attends;
(d)(2)(iii) Has been instructed in the procedures he/she must follow in emergencies; and
(d)(2)(iii) Has been instructed in the procedures he/she must follow in emergencies; and
(d)(2)(iv) Is authorized to move the vehicle and has the means and ability to do so.
(d)(2)(iv) Is authorized to move the vehicle and has the means and ability to do so.
(d)(3) A safe haven in an area specifically approved in writing by local, State, or Federal governmental authorities
(d)(3) A safe haven in an area specifically approved in writing by local, State, or Federal governmental authorities
for the parking of unattended vehicles containing Division 1.1, 1.2, or 1.3 materials.
for the parking of unattended vehicles containing Division 1.1, 1.2, or 1.3 materials.
(e) The rules in this section do not relieve the driver from any obligation imposed by law relating to the placing of
(e) The rules in this section do not relieve the driver from any obligation imposed by law relating to the placing of
warning devices when a motor vehicle is stopped on a public street or highway. [59 FR 63925, Dec. 12, 1994].\
warning devices when a motor vehicle is stopped on a public street or highway. [59 FR 63925, Dec. 12, 1994].\
Sec. 397.7 Parking.
Sec. 397.7 Parking.
(a) A motor vehicle which contains Division 1.1, 1.2, or 1.3 materials must not be parked under any of the
(a) A motor vehicle which contains Division 1.1, 1.2, or 1.3 materials must not be parked under any of the
following circumstances-following circumstances-(1) On or within 5 feet of the traveled portion of a public street or highway;
(1) On or within 5 feet of the traveled portion of a public street or highway;
(2) On private property (including premises of fueling or eating facility) without the knowledge and consent of the
(2) On private property (including premises of fueling or eating facility) without the knowledge and consent of the
person who is in charge of the property and who is aware of the nature of the hazardous materials the vehicle
person who is in charge of the property and who is aware of the nature of the hazardous materials the vehicle
contains; or
contains; or
(3) Within 300 feet of a bridge, tunnel, dwelling, or place where people work, congregate, or assemble, except for
(3) Within 300 feet of a bridge, tunnel, dwelling, or place where people work, congregate, or assemble, except for
brief periods when the necessities of operation require the vehicle to be parked and make it impracticable to park the
brief periods when the necessities of operation require the vehicle to be parked and make it impracticable to park the
vehicle in any other place.
vehicle in any other place.
(b) A motor vehicle which contains hazardous materials other than Division 1.1, 1.2, or 1.3 materials must not be
(b) A motor vehicle which contains hazardous materials other than Division 1.1, 1.2, or 1.3 materials must not be
parked on or within five feet of the traveled portion of public street or highway except for brief periods when the
parked on or within five feet of the traveled portion of public street or highway except for brief periods when the
necessities of operation require the vehicle to be parked and make it impracticable to park the vehicle in any other
necessities of operation require the vehicle to be parked and make it impracticable to park the vehicle in any other
place. [59 FR 63925, Dec. 12, 1994]
place. [59 FR 63925, Dec. 12, 1994]
§397.15 Fueling.
§397.15 Fueling.
When a motor vehicle which contains hazardous materials is being fueled –
When a motor vehicle which contains hazardous materials is being fueled –
(a) Its engine must not be operating; and
(a) Its engine must not be operating; and
(b) A person must be in control of the fueling process at the point where the fuel tank is filled.
(b) A person must be in control of the fueling process at the point where the fuel tank is filled.
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CHAPTER 5.

ESTABLISHING A CARRIER SECURITY
PROGRAM
Assign a primary manager responsible for
security management. When a carrier has
multiple facilities, designate an employee
responsible for security at each facility. Senior
management is responsible for security and has
the following security-related roles described in
this chapter:
♦ Developing and maintaining a security
policy
♦ Communicating and collaborating
♦ Providing employee security training
programs
♦ Reporting and analyzing incidents
♦ Using technical innovations
♦ Investigating security breaches and
enforcing policy
♦ Managing incidents
♦ Reassessing the security program

Developing and Maintaining a Security
Policy
Employees are more likely to understand and
support the carrier's security effort if they see it
as a carrier priority that is supported by senior
management. One of the best ways to
communicate the security effort and demonstrate
management support is to develop and
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communicate official carrier policies regarding
security.
Develop security policies on a carrier-wide basis
because of the nature of the transportation
network. Drivers and shipments may interact
with more than one facility and a comprehensive
carrier-wide policy reduces potential confusion
associated with differing policies at different
locations. Security is a often called a function of
the weakest link, and a comprehensive security
system minimizes the number of "weak links."
Appendix B contains sample policies related to a
security program.

Communicating and Collaborating

Include security issues in every meeting
where safety is discussed.

Establish relationships with local, state, and
federal law enforcement and other public safety
agencies such as Local Emergency Planning
Committees. Network with other hazardous
material carriers to discuss potential security
threats and rational methods of response.
Become acquainted with the security officer or a
manager with similar responsibilities for major
shippers and consignees.
Provide shippers and consignees with updated
lists of employees authorized to pick-up and
deliver hazardous material shipments.
Communicate security risks and concerns
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identified by employees to management and
among employees.

Providing Employee Security Training
Programs
Employees serve as the first line of
communication and response in a carrier
security program. Employees can be trained to
provide a natural security surveillance system.
Include the following topics in a securitytraining program:
♦ A discussion of the types of hazards,
exposures, and security risks related to
carrier operations
♦ Review of security existing policies and
those being considered by the carrier
♦ Procedures/instructions to identify a
potential security threat or incident
♦ How to identify a suspicious shipment or
package
♦ Actions in response to potential and actual
security threats:
• Reporting incidents, incident reporting
requirements and contact numbers
• Procedures to address people not
wearing proper identification
• Alternatives available for drivers
operating en route when suspicious
activities occur
• Personal protective measures
Freberg Environmental, Inc.
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Maintain attendance logs of meetings where
security topics and policies are discussed.
Forgetfulness or "I didn't know" responses do
not excuse violations of security policy.

Reporting and Analyzing Incidents
Keep records of security incidents. The security
manager may be able to identify trends and
needed corrective actions through use of these
records. Incident data can then be available for
analysis in a consistent and timely manner.
Reportable incident information is listed in
Table 5-1.

Using Technical Innovations
Consider the following technical innovations to
support a carrier security program:
♦ Satellite tracking systems that send periodic
signals or emails to dispatcher computers
that includes the location of the vehicle such
as a system manufactured by QualCom
♦ Tamper proof locking mechanisms for 5th
wheels if the tractor and trailer are not
regularly separated
♦ Blanket alarms for shipment is not otherwise
transported in a secure and locked container
♦ Electronic engine controls that require a
code to start a vehicle in addition to a key
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Table 5-1.

Incident Reporting Information.

Type of Information
Identification of the responder

Types of Security
Incident

Location of Security Violation
Date and Time
Affect on operations
Shipments involved
Resources required to respond
Initial actions taken
Initial notifications made
Other Information

Description
Name
Association (facility name, truck identification,
supervisor)
Means of contact (telephone number, radio frequency,
etc.)
Immediate threat to personnel, facility, vehicle, etc.
Unauthorized personnel in secure areas
Lost or stolen cargo
Perimeter activity
Access breach (fence break-in, lock removal, etc.)
Cargo tampering (seal removal, tampering, etc.)
Suspicious cargo notification
Information theft
Shipper or carrier notification
Name of facility, truck number, street address, city,
highway milepost, etc.
Include when discovered if actual time is unknown.
Impact on facility operation, truck operation, shipper
or consignee facility
Shipper name, chemical involved, manifest number
Fire, ambulance, law enforcement
Agencies responding, replacement of locks or fencing,
trespassers secured, etc.
Police/Fire, Shipper/Consignee, etc.
Map of incident site, corrective action taken, followup investigation personnel and findings.

Investigating Security Breaches and
Enforcing Discipline
Investigate breaches of company security policy
and suspicious incidents. Some incidents may
warrant only a cursory investigation by the
facility security manager. Refer potentially
serious incidents/breaches to law enforcement.
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Investigate the following security incidents:
♦ Trespassing or otherwise unauthorized
entrance by personnel in restricted areas
♦ Package or shipment loss or theft
♦ Breach of access control systems (locks,
gates, fences, etc.)
♦ Cargo tampering
♦ Information theft
Enforcement of discipline guidelines and policy
is essential to general employee morale and
compliance with all carrier policies. Enforce
discipline for all incidents involving a proven
breach of security policy by an employee,
vendor, and contractor including an owner/
operator.
Contact contractor and/or vendor management if
their employees violate carriers’ security
polices. Ban the offending employee from the
carrier’s facilities. If their employee commits a
second violation, consider terminating the
contract or business arrangement.

Managing Incidents
Proper incident management may prevent an
intrusion or attack from becoming a major
incident. Consider the following incident
management measures.
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♦ Identify high hazard shipments that should
be reported immediately to law enforcement
agencies in the event of loss, theft, or other
loss of control.
♦ Develop an emergency response plan that
fits the carrier's needs and resources.
♦ Develop a system to account for employees
and visitors during emergencies.
♦ Attempt to control the incident so that
evidence will be preserved for later
investigations.
DOT provides emergency response
guidelines for hazardous commodities.

♦ Develop an incident communications
system.

Reassessing the Security Programs
Security programs are dynamic to identify and
respond to changing risk conditions. Personnel
come and go, facility layouts are modified,
customers and shipments change, routes change,
and various threats come and go. Review the
following elements of the carrier security
program on a regular basis and when significant
changes occur involving threats, shipments, or
facilities:
♦ Security risk assessment for commodities
♦ Site security surveys including layout,
access controls, perimeter controls
♦ Communication plan
♦ Compliance with security procedures
♦ Evaluation of procedure effectiveness
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CHAPTER 6.

ASSESSING SECURITY RISK FOR
COMMODITIES
Security risk assessment is important in
developing a security program for hazardous
material carriers. Risk assessment consists of
the following tasks described in this chapter:
♦ Making a List of Commodity Chemicals
♦ Ranking Chemical Hazard
♦ Ranking Exposure Risk
♦ Prioritizing Transportation Security Risk
♦ Reviewing Transportation Security Risk

Making a List of Commodity Chemicals
Make a list of the chemicals handled and
transported. Include the type of container and
vehicle used to transport the chemicals, the
location characteristics of the shipments
(metropolitan areas, type of roads used,
geography, etc.). Include the DOT classification
system for the chemical. DOT created a hazard
classification system that includes placards.
These DOT classifications and placard
information are presented in Appendix C.

Ranking Chemical Hazard
Chemical hazard is ranked by the inherent
chemical nature of the commodity. Chemicals
hazard ranking can be as fundamental as the
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U.S. DOT system (see Title 49 Code of Federal
Regulations, Part 173.2(a), in particular, Table 1
in 49 CFR 172.504). Other ranking systems can
be developed upon multiple factors such as the
following factors:
♦ Flammability
♦ Explosivity
♦ Toxicity
♦ Vapor Pressure
♦ Reactivity
♦ Corrosivity
How To Rank Chemical Hazard Risk
XYZ Trucking decided it should rank the chemical hazards of the commodities carried by
developing a security risk exposure rank for each of their following commodities.
•

The gasoline, diesel fuel, and waste oil were transported between bulk storage
facilities located in an industrial area to various urban delivery points. The gasoline
and diesel fuels were transported on frequent and regular schedules.

•

Liquid Petroleum Gas (LPG) originated at the same bulk storage facility but was
delivered to several outlying points at rural locations on an "as-needed" basis.

•

Chlorine originated at a chemical plant located in an industrial area and was normally
delivered to several urban water treatment facilities on a scheduled basis.

•

Industrial cleaning products were boxed and palletized and transported between
chemical plants and warehouses, all located in industrial areas.

The carrier decided to rank the relative chemical hazards using three categories: High,
Medium, and Low.
•

Waste oil was classified as a low hazard because of very low flammability rating and
no other significant chemical hazard factors.

•

LPG was classified as a high chemical hazard because of high flammability and its
potential to generate a major explosion.
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•
•

Gasoline was classified as a medium chemical hazard because it is not considered as
dangerous as LPG but is still a highly flammable liquid.
Diesel fuel was classified as a low chemical hazard because of its relatively low
flammability rating.

•

Chlorine was classified as a high chemical hazard because it is a highly toxic material
with a low exposure limit.

•

Industrial cleaning products were classified as a medium chemical hazard because of
high flammability and high corrosivity.

In summary, the carrier classified the chemical hazard risk for each of its commodities as
follows:
•
•
•

Low Chemical Hazard - Waste Oil, Diesel Fuel
Medium Chemical Hazard - Gasoline, Industrial Cleaning Products
High Chemical Hazard - LPG, Chlorine

Ranking Exposure
After commodity chemicals are listed and their
hazard ranked, develop an exposure ranking
system that will evaluate the potential exposure
to the public and the environment. Exposure
risk is the potential of a given chemical hazard
to actually harm the public or the environment if
it is released in an uncontrolled manner.
Consider the following factors in ranking
exposure risk:
♦ Predictability of shipment timing that might
permit a hijacker to know when and where
to intercept a shipment
♦ Number of shipments
♦ Shipment distance
♦ Chemical volume per shipment
♦ Bulk versus nonbulk shipments
Freberg Environmental, Inc.
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♦ Proximity to population centers
♦ Proximity to public events
♦ Proximity to significant landmarks
♦ Proximity to sensitive environmental areas
When ranking exposure risk, focus on shipments
that may be prone to deliberate acts of sabotage
or terrorism, for example explosives and other
highly hazardous chemicals.
Ranking Commodity Exposure Risk
After ranking the chemical hazard risks of its shipments, XYZ Trucking then decided to
rank the exposure risks using the simple High-Medium-Low method in the following
manner:
•
•
•
•
•

The waste oil was classified as a medium exposure risk because it was transported in
urban areas on an intermittent basis.
The diesel fuel and gasoline were classified as a high exposure risk because they are
transported in urban areas on a regularly scheduled (and therefore predictable) basis.
LPG was classified as a medium exposure risk because it is transported in industrial
and rural areas on an intermittent basis.
Chlorine was classified as a high exposure risk because it is transported in urban
areas on a predictable basis.
Industrial cleaning products were classified as a low exposure risk because they are
transported in industrial areas in small volume non-bulk packages.

In summary the carrier classified the exposure risk for each of its commodities as
follows:
•
•
•

Low Exposure Risk - Waste Oil, Industrial Cleaning Products
Medium Exposure Risk - LPG
High Exposure Risk - Gasoline, Diesel Fuel, Chlorine
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Prioritizing Transportation Security Risk
After chemical hazard risk and exposure risk are
ranked for each commodity, combine them into
a single table to determine each commodity's
relative overall transportation security risk. Use
the High-Medium-Low method to prioritize both
chemical hazards and exposure risks, to develop
the overall transportation security shown in
Table 6-1.

Table 6-1.
Chemical
Hazard
Ranking

Transportation Security Risk
Ranking.
High
Medium
Low

3
4
5
2
3
4
1
2
3
Low Medium
High
Exposure Ranking

Shipments that are classified as high for
both chemical hazard and exposure risk
receive the highest risk ranking of 5.
Shipments that have a medium exposure risk
and a high chemical hazard risk receive the
next highest risk ranking of 4. This
prioritization continues on until shipments
with a low exposure risk and a low chemical
hazard risk receive the lowest overall
security risk ranking of 1.
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Ranking Commodity Security Risks
To rank its commodity security risk, XYZ Trucking, combined the chemical hazard

ranking and exposure rankings. The chemical hazard and exposure rankings were
then combined in Table 6-2.

Table 6-2.
Chemical
Hazard
Ranking

How To Rank Transportation Security Risk.
High

3

Medium

2
ICP
1
Waste Oil

Low

Low

4
LPG
3
2
Medium
Exposure Ranking

5
Chlorine
4
Gasoline
3
Diesel Fuel
High

This process then allowed XYZ Trucking to rank its overall transportation security
risks as follows:
5 - Highest - Chlorine
4 - Medium High - Gasoline, LPG
3 - Medium - Diesel Fuel
2 - Medium Low - Industrial cleaning products
1 - Low - Waste Oil

Reviewing Transportation Security Risk
Once transportation security risks are prioritized,
security risk reviews should review those
shipments with the highest risk rank. Once the
highest shipment risks have been reviewed, then
lower ranked shipment risks can be reviewed.
Involve a team of personnel responsible for
different aspects of the shipment and with
Copyright © 2001 by Freberg Environmental, Inc.
All rights reserved.

6-6

Freberg Environmental, Inc.
Recognizing & Managing Carrier Security:
A Handbook for Hazardous Material Transporters

different expertise with the security risk review.
Include threat assessment and vulnerability
assessment in the security risk review.
Threat assessment may include events such as:
♦ Attack on the physical property such as
vehicles and fixed facilities
♦ Theft of property
♦ Product contamination or tampering
♦ Container tampering
Vulnerability assessment considers aspects of
shipments that cause them to be more or less
vulnerable to identified threats. Consider the
following characteristics of shipments to assess
vulnerability:
♦ Type of equipment and equipment design
♦ Route(s) of shipment through areas of
concern
♦ Communication systems between driver
♦ Driver attendance in transit
♦ Driver procedures in transit (i.e., inspection
of equipment)
♦ Security of temporary storage areas
♦ Special equipment (i.e., theft protection
devices, 5th wheel locking systems, tamper
proof seals and fittings)
♦ Communication of shipment routes, timing,
and contents between carrier, shipper, and
consignee
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Reducing Commodity Security Risk
After conducting the transportation security risk ranking for each type of shipment, XYZ
Trucking conducted a security risk review of its chlorine shipments that resulted in the
following actions:
•
•
•

Working with customers to reduce the shipment predictability
Providing drivers with cell phones and security training
Coordinating with local law enforcement agencies to identify transportation routes
with lower exposure to the public
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RECOGNIZING AND MANAGING
CARRIER SECURITY:
A HANDBOOK FOR HAZARDOUS
MATERIAL TRANSPORTERS
APPENDIX A

PERSONNEL SECURITY SAMPLE
DOCUMENTS

APPENDIX A
Personnel Security Sample Documents
This appendix contains the following documents related to personnel security:
♦ Sample Driver’s Application for Employment
♦ Sample Request for Information from Previous Employer
♦ Sample Employee Disclosure Form
♦ Summary of Your Rights Under the Fair Credit Reporting Act
♦ Sample Pre-employment Screening Policy*
♦ Workplace Violence Policy**
♦ Sample Employee Misconduct Policy*
*

Adapted from, "Site Security Guidelines for the U.S. Chemical Industry" by the
American Chemistry Council.

** Adapted from, “Combating Workplace Violence” by the Defense Personnel
Security Research Center for the International Association of Chiefs of Police.”
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SAMPLE
SAMPLEDRIVER'S
DRIVER'SAPPLICATION
APPLICATIONFOR
FOREMPLOYMENT
EMPLOYMENT
(COMPANY'S NAME, ADDRESS, CITY, STATE, ZIP, PHONE)
(COMPANY'S NAME, ADDRESS, CITY, STATE, ZIP, PHONE)
In compliance with Federal and State equal employment opportunity laws, qualified applicants are
In compliance with Federal and State equal employment opportunity laws, qualified applicants are
considered for all positions without regard to race, color, religion, sex, national origin, age, marital
considered for all positions without regard to race, color, religion, sex, national origin, age, marital
status, or non-job related disability.
status, or non-job related disability.
Date:
Date:
PERSONAL INFORMATION
PERSONAL INFORMATION
Name: ___________________________________ Social Security Number: _____________________
Name: ___________________________________ Social Security Number: _____________________
Aliases or AKA:
Aliases or AKA:
___________________________________________________________________________________
___________________________________________________________________________________
Address: ___________________________________________________________________________
Address: ___________________________________________________________________________
Street
City
State
Zip Code
Street
City
State
Zip Code
Date of Birth: ___________________
Date of Birth: ___________________
Can you provide proof of age? ______
Can you provide proof of age? ______

Home Phone Number: _____________________
Home Phone Number: _____________________
Cell Phone Number: _____________________
Cell Phone Number: _____________________

In case of emergency Notify:
In case of emergency Notify:
___________________________________________________________________________________
___________________________________________________________________________________
Name
Phone Number (Area Code)
Name
Phone Number (Area Code)
Addresses for the last TEN YEARS:
Addresses for the last TEN YEARS:
____________________________________________________________________________________
____________________________________________________________________________________
Street
City
State
Zip Code
Street
City
State
Zip Code
____________________________________________________________________________________
____________________________________________________________________________________
Street
City
State
Zip Code
Street
City
State
Zip Code
____________________________________________________________________________________
____________________________________________________________________________________
Street
City
State
Zip Code
Street
City
State
Zip Code
____________________________________________________________________________________
____________________________________________________________________________________
Street
City
State
Zip Code
Street
City
State
Zip Code
Do you have a legal right to work in the US?: _______________________________________________
Do you have a legal right to work in the US?: _______________________________________________
Status of Immigration Papers? (if applicable): ______________________________________________
Status of Immigration Papers? (if applicable): ______________________________________________
Current Drivers License Number: ______________________ State of Issuance: ___________________
Current Drivers License Number: ______________________ State of Issuance: ___________________
Issued on: _______________________________ Expires on: _________________________________
Issued on: _______________________________ Expires on: _________________________________
License Type: ___________________ List CDL Endorsements: _______________________________
License Type: ___________________ List CDL Endorsements: _______________________________
Last state licensed in: _____________ Reason for new license: _______________________________
Last state licensed in: _____________ Reason for new license: _______________________________
Have you ever been denied a permit, license, or privilege to operate a commercial vehicle?: _________
Have you ever been denied a permit, license, or privilege to operate a commercial vehicle?: _________
If yes, explain: _______________________________________________________________________
If yes, explain: _______________________________________________________________________
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Has your license ever been revoked or suspended?: ____________________________________________
Has your license ever been revoked or suspended?: ____________________________________________
If yes, explain: _________________________________________________________________________
If yes, explain: _________________________________________________________________________
Have
Haveyou
youworked
workedfor
forthis
thiscompany
companybefore?:
before?:______
______IfIfyes,
yes,position
position&&location?:
location?:____________________
____________________
Dates: ________________________ Reason for Leaving?: ______________________________________
Dates: ________________________ Reason for Leaving?: ______________________________________
Are
Areyou
youcurrently
currentlyemployed?:
employed?:______
______IfIfyes,
yes,when
whenwill
willyou
youbebeavailable?:
available?:_________________________
_________________________
If no, how long since leaving last employment?: ______________________________________________
If no, how long since leaving last employment?: ______________________________________________
Who
Whoreferred
referredyou?:
you?:______________________________
______________________________Rate
Rateofofpay
payexpected?:
expected?:___________________
___________________
DRIVING
DRIVINGINFORMATION
INFORMATION(if(ifnone,
none,write
writeinin"None")
"None")
Power
(mark
PowerEquipment
Equipment
(markyes)
yes) Type
TypeofofTrailers
Trailers Years
YearsofofExperience
Experience States
StatesDriven
DrivenInIn
Tractor
_______________
Van
____________________________________________________
Tractor _______________
Van ____________________________________________________
Straight Truck _________
Tanker ________________________________________________
Straight Truck _________
Tanker ________________________________________________
School Bus ___________
Flatbed ________________________________________________
School Bus ___________
Flatbed ________________________________________________
Coach
Hopper
CoachBus
Bus____________
____________
Hopper________________________________________________
________________________________________________
Other
(specify):
________________________________________________________________________
Other (specify): ________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
Do you have full knowledge of the Federal Motor Carrier Safety Regulations? ______________________
Do you have full knowledge of the Federal Motor Carrier Safety Regulations? ______________________
When
Whenwas
wasyour
yourlast
lasttraining
trainingclass?:
class?:________________________________________________________
________________________________________________________
List courses, certificates, training, etc. (applicable to job):_______________________________________
List courses, certificates, training, etc. (applicable to job):_______________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
Which safe driving awards do you hold and from whom? : ______________________________________
Which safe driving awards do you hold and from whom? : ______________________________________
List
Listany
anyspecial
specialequipment
equipmentorortechnical
technicalmaterials
materialsyou
youknow
knowororhave
haveworked
workedwith
with(other
(otherthan
than
those
already
listed):
____________________________________________________________________
those already listed): ____________________________________________________________________
ACCIDENTS
ACCIDENTSIN
INLAST
LASTTHREE
THREEYEARS
YEARS
(Attach
(Attacha asheet
sheetififmore
morespace
spaceisisneeded)
needed)IfIfnone,
none,write
writeinin"None."
"None."
Date
Nature of Accident
# Fatalities
# Injuries
Commercial Unit
Personal Unit
Date
Nature of Accident
# Fatalities
# Injuries
Commercial Unit
Personal Unit
_______________________________________________________________________________________
_______________________________________________________________________________________
_______________________________________________________________________________________
_______________________________________________________________________________________
_______________________________________________________________________________________
_______________________________________________________________________________________
_______________________________________________________________________________________
_______________________________________________________________________________________
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VIOLATIONS IN LAST THREE YEARS
VIOLATIONS IN LAST THREE YEARS
State
Date
Type of Violation
Penalty
Commercial Unit
Personal Unit
State
Date
Type of Violation
Penalty
Commercial Unit
Personal Unit
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
EDUCATION
EDUCATION
Circle Last Grade Completed:
Circle Last Grade Completed:

1 2 3 4 5 6 7 8 9 10 11 12 College: 1 2 3 4
1 2 3 4 5 6 7 8 9 10 11 12 College: 1 2 3 4

Last School attended:
Last School attended:
____________________________________________________________________________________
____________________________________________________________________________________
Name
City
State
Name
City
State
Any honors or awards?: ________________________________________________________________
Any honors or awards?: ________________________________________________________________
EMPLOYMENT HISTORY
EMPLOYMENT HISTORY
(For past ten years - use separate sheet if necessary) List employers starting with most recent first.
(For past ten years - use separate sheet if necessary) List employers starting with most recent first.
Employer:
Employer:

Dates: From:
Dates: From:

To:
To:

Name: ______________________________________________Mo.____ Yr. ____ / Mo.____ Yr. ____
Name: ______________________________________________Mo.____ Yr. ____ / Mo.____ Yr. ____
Address: ____________________________________________ Position: _______________________
Address: ____________________________________________ Position: _______________________
City: ________________________ State: _______ Zip Code: ________ Wage/Salary: _____________
City: ________________________ State: _______ Zip Code: ________ Wage/Salary: _____________
Contact Person: ____________________________ Phone Number: ____________________________
Contact Person: ____________________________ Phone Number: ____________________________
(Area Code)
(Area Code)
Reason for Leaving:___________________________________________________________________
Reason for Leaving:___________________________________________________________________
Employer:
Employer:

Dates: From:
Dates: From:

To:
To:

Name: ______________________________________________Mo.____ Yr. ____ / Mo.____ Yr. ____
Name: ______________________________________________Mo.____ Yr. ____ / Mo.____ Yr. ____
Address: ____________________________________________ Position: _______________________
Address: ____________________________________________ Position: _______________________
City: ________________________ State: _______ Zip Code: ________ Wage/Salary: _____________
City: ________________________ State: _______ Zip Code: ________ Wage/Salary: _____________
Contact Person: ____________________________ Phone Number: ____________________________
Contact Person: ____________________________ Phone Number: ____________________________
(Area Code)
(Area Code)
Reason for Leaving: ___________________________________________________________________
Reason for Leaving: ___________________________________________________________________

Copyright © 2001 by Freberg Environmental, Inc.
All rights reserved.

A-4

Freberg Environmental, Inc.
Recognizing & Managing Carrier Security:
A Handbook for Hazardous Material Transporters

Employer:
Dates: From:
To:
Employer:
Dates: From:
To:
Name: ______________________________________________Mo.____ Yr. ____ / Mo.____ Yr. ____
Name: ______________________________________________Mo.____ Yr. ____ / Mo.____ Yr. ____
Address: ____________________________________________ Position: _______________________
Address: ____________________________________________ Position: _______________________
City:
City:________________________
________________________State:
State:_______
_______Zip
ZipCode:
Code:________
________Wage/Salary:
Wage/Salary:_____________
_____________
Contact
ContactPerson:
Person:____________________________
____________________________Phone
PhoneNumber:
Number:____________________________
____________________________
(Area Code)
(Area Code)
Reason for Leaving: __________________________________________________________________
Reason for Leaving: __________________________________________________________________
Employer:
Dates: From:
To:
Employer:
Dates: From:
To:
Name:
______________________________________________Mo.____
Yr.
____
/
Mo.____
Name: ______________________________________________Mo.____ Yr. ____ / Mo.____Yr.
Yr.____
____
Address: ____________________________________________ Position: _______________________
Address: ____________________________________________ Position: _______________________
City: ________________________ State: _______ Zip Code: ________ Wage/Salary: _____________
City: ________________________ State: _______ Zip Code: ________ Wage/Salary: _____________
Contact Person: ____________________________ Phone Number: ____________________________
Contact Person: ____________________________ Phone Number: ____________________________
(Area Code)
(Area Code)
Reason for Leaving: __________________________________________________________________
Reason for Leaving: __________________________________________________________________
Employer:
Dates: From:
To:
Employer:
Dates: From:
To:
Name: ______________________________________________Mo.____ Yr. ____ / Mo.____ Yr. ____
Name: ______________________________________________Mo.____ Yr. ____ / Mo.____ Yr. ____
Address: ____________________________________________ Position: _______________________
Address: ____________________________________________ Position: _______________________
City: ________________________ State: _______ Zip Code: ________ Wage/Salary: _____________
City: ________________________ State: _______ Zip Code: ________ Wage/Salary: _____________
Contact Person: ____________________________ Phone Number: ____________________________
Contact Person: ____________________________ Phone Number: ____________________________
(Area Code)
(Area Code)
Reason for Leaving: ___________________________________________________________________
Reason for Leaving: ___________________________________________________________________
Employer:
Employer:

Dates: From:
Dates: From:

To:
To:

Name: ______________________________________________Mo.____ Yr. ____ / Mo.____ Yr. ____
Name: ______________________________________________Mo.____ Yr. ____ / Mo.____ Yr. ____
Address: ____________________________________________ Position: _______________________
Address: ____________________________________________ Position: _______________________
City: ________________________ State: _______ Zip Code: ________ Wage/Salary: _____________
City: ________________________ State: _______ Zip Code: ________ Wage/Salary: _____________
Contact Person: ____________________________ Phone Number: ____________________________
Contact Person: ____________________________ Phone Number: ____________________________
(Area Code)
(Area Code)
Reason for Leaving: __________________________________________________________________
Reason for Leaving: __________________________________________________________________
Employer:
Employer:

Dates: From:
Dates: From:

To:
To:

Name: _____________________________________________Mo.____ Yr. ____ / Mo.____ Yr. ____
Name: _____________________________________________Mo.____ Yr. ____ / Mo.____ Yr. ____
Address: ____________________________________________ Position: _______________________
Address: ____________________________________________ Position: _______________________
City: _______________________ State: _______ Zip Code: ________ Wage/Salary: _____________
City: _______________________ State: _______ Zip Code: ________ Wage/Salary: _____________
Contact Person: ___________________________ Phone Number: ____________________________
Contact Person: ___________________________ Phone Number: ____________________________
(Area
(AreaCode)
Code)
Reason
for
Leaving:
__________________________________________________________________
Reason for Leaving: __________________________________________________________________
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Employer:
Employer:

Dates:
Dates:From:
From:

To:
To:

Name:
Name:______________________________________________Mo.____
______________________________________________Mo.____Yr.
Yr.____
____/ /Mo.____
Mo.____Yr.
Yr.____
____
Address:
____________________________________________
Position:
_______________________
Address: ____________________________________________ Position: _______________________
City:
City:________________________
________________________State:
State:_______
_______Zip
ZipCode:
Code:________
________Wage/Salary:
Wage/Salary:_____________
_____________
Contact
Person:
____________________________
Phone
Number:
____________________________
Contact Person: ____________________________ Phone Number: ____________________________
(Area
(AreaCode)
Code)
Reason
Reasonfor
forLeaving:
Leaving:__________________________________________________________________
__________________________________________________________________
Employer:
Employer:

Dates:
Dates:From:
From:

To:
To:

Name:
Name:_____________________________________________Mo.____
_____________________________________________Mo.____Yr.
Yr.____
____/ /Mo.____
Mo.____Yr.
Yr.____
____
Address:
____________________________________________
Position:
_______________________
Address: ____________________________________________ Position: _______________________
City:
City:_______________________
_______________________State:
State:_______
_______Zip
ZipCode:
Code:________
________Wage/Salary:
Wage/Salary:_____________
_____________
Contact Person: ___________________________ Phone Number: ____________________________
Contact Person: ___________________________ Phone Number: ____________________________
(Area Code)
(Area Code)
Reason for Leaving: __________________________________________________________________
Reason for Leaving: __________________________________________________________________
NOTICE
NOTICETO
TOAPPLICANT
APPLICANT
Applicant - If employer has not explained or given a job description, make sure one is given to you and
Applicant - If employer has not explained or given a job description, make sure one is given to you and
that you fully understand what is expected of you prior to answering the following two questions:
that you fully understand what is expected of you prior to answering the following two questions:
Is there any reason you might be unable to perform the functions of the job for which you have applied?
Is there any reason you might be unable to perform the functions of the job for which you have applied?
If yes, explain: _______________________________________________________________________
If yes, explain: _______________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
TO
TOBE
BEREAD
READAND
ANDSIGNED
SIGNEDBY
BYAPPLICANT
APPLICANT
This
Thiscertifies
certifiesthat
thatthis
thisapplication
applicationwas
wascompleted
completedbybyme,
me,and
andthat
thatall
allentries
entrieson
onititand
andinformation
informationininitit
are
aretrue
trueand
andcomplete.
complete.I Iunderstand
understandthat
thatany
anyblanks
blanksleft
leftononthis
thisapplication
applicationcan
candisqualify
disqualifymy
mycandidacy
candidacy
for
employment.
I
agree
and
understand
that
any
misrepresentations
of
information
given
above
for employment. I agree and understand that any misrepresentations of information given aboveshall
shallbebe
considered
consideredananact
actofoffalsification.
falsification.I Iauthorize
authorizeyou
youtotomake
makesuch
suchinvestigations
investigationsand
andinquiries
inquiriesregarding
regarding
my
mybackground,
background,and
andascertain
ascertainany
anyand
andall
allinformation
informationconcerning
concerningmy
myemployment
employmentisisfactual.
factual.I Iagree
agree
and
andunderstand
understandthat
thatininthe
theevent
eventofofemployment,
employment,I Iwill
willbebeonona aprobationary
probationaryperiod
periodduring
duringwhich
whichtime
timeI I
may
maybebedischarged
dischargedwithout
withoutrecourse.
recourse.I Iunderstand,
understand,also,
also,that
thatI Iam
amrequired
requiredtotoabide
abidebybyall
allrules
rulesand
and
regulations
regulationsofofthe
theCompany.
Company.
_______________
_______________
Date
Date

______________________________________________________________
______________________________________________________________
Applicant's
Applicant'sSignature
Signature
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OFFICE
OFFICEUSE
USEONLY
ONLY- -PROCESS
PROCESSRECORD
RECORD
Applicant
ApplicantHired:
Hired:_______________________________
_______________________________Rejected:
Rejected:_______________________________
_______________________________
Date Employed: ________________________________ Location Employed: ______________________
Date Employed: ________________________________ Location Employed: ______________________
Department:
Department:___________________________________
___________________________________Classification:
Classification:___________________________
___________________________
(If
rejected,
summary
report
of
reasons
should
be
placed
in
(If rejected, summary report of reasons should be placed infile.)
file.)
1. Application Complete? _______________________________________________________________
1. Application Complete? _______________________________________________________________
2.2.Interview
Interview(comments):
(comments):________________________________________________________________
________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
3. Criminal background, accidents, violations acceptable? ______________________________________
3. Criminal background, accidents, violations acceptable? ______________________________________
_____________________________________________________________________________________
_____________________________________________________________________________________
4.4.Previous
PreviousEmployers
EmployersContacted?
Contacted?
_____________________________________________________________________________________
_____________________________________________________________________________________
Date
Person Contacted
Results
Date
Person Contacted
Results
_____________________________________________________________________________________
_____________________________________________________________________________________
Date
Person
Results
Date
PersonContacted
Contacted
Results
_____________________________________________________________________________________
_____________________________________________________________________________________
Date
Person Contacted
Results
Date
Person Contacted
Results
5.5.Written
WrittenExam?
Exam?_____________________________________________________________________
_____________________________________________________________________
Date
Results/Score
Date Given
GivenBy
By
Results/Score
6. Road Test? ________________________________________________________________________
6. Road Test? ________________________________________________________________________
Date Given By
Results/Score
Date Given By
Results/Score
Signature of Interviewing Officer: ________________________________________________________
Signature of Interviewing Officer: ________________________________________________________
Date
Date
____________________________________________________________________________________
____________________________________________________________________________________
TERMINATION
TERMINATIONOF
OFEMPLOYMENT
EMPLOYMENT
Date
DateTerminated:
Terminated:_________________
_________________ Department
DepartmentReleased
ReleasedFrom:
From:___________________________
___________________________
Dismissed: _________________Voluntarily Quit: __________________ Other: ___________________
Dismissed: _________________Voluntarily Quit: __________________ Other: ___________________
Termination
TerminationReport
ReportininFile:
File:____
____Date:
Date:________
________Signature
SignatureofofOfficer:
Officer:_________________________
_________________________
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SAMPLE
SAMPLEREQUEST
REQUESTFOR
FORINFORMATION
INFORMATIONFROM
FROMPREVIOUS
PREVIOUSEMPLOYER
EMPLOYER
I hereby authorize you to release the following information to:
I hereby authorize you to release the following information to:
(COMPANY NAME)
(COMPANY NAME)
For the purposes of investigation as required by Section 391.23 of the Federal Motor Carrier Safety
For the purposes of investigation as required by Section 391.23 of the Federal Motor Carrier Safety
Regulations.
Regulations.you
youare
arereleased
releasedfrom
fromany
anyand
andall
allliability
liabilitywhich
whichmay
mayresult
resultfrom
fromfurnishing
furnishingsuch
such
information.
information.
Date:
Date:___________________________
___________________________Applicant's
Applicant'sSignature:
Signature:________________________________
________________________________
___________________________________________________________________________________
___________________________________________________________________________________
Mail To:
Mail To:

_________________________________
_________________________________
_________________________________
_________________________________
_________________________________
_________________________________

Dear Sir/Madam:
Dear Sir/Madam:
The below named individual has made an application to this company for a position as a driver. He states
The below named individual has made an application to this company for a position as a driver. He states
that he worked for you from __________________________ to _________________________.
that he worked for you from __________________________ to _________________________.
We appreciate your time in completing, in confidence, the information requested below. Enclosed is a
We appreciate your time in completing, in confidence, the information requested below. Enclosed is a
business
businessreply
replyenvelope
envelopefor
foryour
yourconvenience.
convenience.Thank
Thankyou
youfor
foryour
yourcourtesy.
courtesy.
Sincerely,
Sincerely,
(NAME OF INDIVIDUAL)
(NAME OF INDIVIDUAL)
Director
DirectorofofSafety
Safety
___________________________________________________________________________________
___________________________________________________________________________________
Applicant: __________________________________ Social Security Number ___________________
Applicant: __________________________________ Social Security Number ___________________
Employed From: _______________________________ to ___________________________________
Employed From: _______________________________ to ___________________________________
What kind of vehicle did he drive for you? _________________________________________________
What kind of vehicle did he drive for you? _________________________________________________
Any accidents, preventable or not? ______________________________________________________
Any accidents, preventable or not? ______________________________________________________
Reason he left your employ? ________Resigned ________Discharged ________Lay Off
Reason he left your employ? ________Resigned ________Discharged ________Lay Off
Any other remarks:____________________________________________________________________
Any other remarks:____________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
____________________________________________________________________________________
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SAMPLE
SAMPLEEMPLOYEE
EMPLOYEEDISCLOSURE
DISCLOSUREFORM
FORM

(Including summary of rights under Fair Credit Reporting Act)
(Including summary of rights under Fair Credit Reporting Act)
InInconnection
connectionwith
withmy
myapplication
applicationfor
foremployment
employment(including
(includingcontract
contractfor
forservices)
services)with
withyou,
you,I I
understand
that
consumer
reports
which
may
contain
public
record
information
may
be
requested
understand that consumer reports which may contain public record information may be requestedfrom
from
a aconsumer
consumerreporting
reportingagency
agency(CRA).
(CRA).These
Thesereports
reportsmay
mayinclude
includethe
thefollowing
followingtypes
typesofofinformation:
information:
names of previous employers, dates of employment, reason for termination of employment, work
names of previous employers, dates of employment, reason for termination of employment, work
experience, accidents, etc. I further understand that such reports may contain public record
experience, accidents, etc. I further understand that such reports may contain public record
information
informationconcerning
concerningmy
mydriving
drivingrecord,
record,worker's
worker'scompensation
compensationclaims,
claims,credit,
credit,bankruptcy
bankruptcy
proceedings,
criminal
records,
etc.
from
federal,
state,
and
other
agencies
which
proceedings, criminal records, etc. from federal, state, and other agencies whichmaintain
maintainsuch
suchrecords;
records;
asaswell
as
information
from
the
CRA
concerning
previous
driving
record
requests
made
well as information from the CRA concerning previous driving record requests madeby
byothers
othersfrom
from
such
suchstate
stateagencies,
agencies,and
andstate
stateprovided
provideddriving
drivingrecords.
records.
I Iunderstand
understandthat
thatI Ihave
havethe
theright
righttotomake
makea arequest
requesttotoany
anyCRA,
CRA,upon
uponproper
properidentification,
identification,requesting
requesting
the
thenature
natureand
andsubstance
substanceofofall
allinformation
informationininitsitsfiles
fileson
onme
meatatthe
thetime
timeofofmy
myrequest,
request,including
includingthe
the
source
sourceofofinformation,
information,and
andthe
therecipients
recipientsofofany
anyreports
reportson
onme
mewhich
whichthe
theCRA
CRAhas
haspreviously
previouslyfurnished
furnished
within
withinthe
thefive
fiveyear
yearperiod
periodpreceding
precedingmy
myrequest.
request.InInthe
theevent
eventthat
thatthe
theinformation
informationfrom
fromexamination
examination
of these records is utilized in making an adverse decision with regard to my potential employment,
of these records is utilized in making an adverse decision with regard to my potential employment,
before making the adverse decision, (COMPANY NAME) will provide you with a copy of the report
before making the adverse decision, (COMPANY NAME) will provide you with a copy of the report
and
anddescription,
description,ininwriting,
writing,ofofmy
myrights
rightsunder
underthe
theFederal
FederalFair
FairCredit
CreditReporting
ReportingAct.
Act.I Ihereby
herebyconsent
consent
toto(COMPANY
(COMPANYNAME)
NAME)ininobtaining
obtainingthe
theabove
aboveinformation
informationfrom
fromany
anyCRA,
CRA,and
andI Iagree
agreethat
thatsuch
such
information
which
any
CRA
has
or
obtains,
and
my
employment
history
with
you
if
I
am
hired,
may
information which any CRA has or obtains, and my employment history with you if I am hired, maybebe
supplied
suppliedby
bythe
theCRA
CRAtotoother
othercompanies
companieswhich
whichsubscribe
subscribetotothe
theCRA's
CRA'sservices.
services.
EMPLOYEE
EMPLOYEEAUTHORIZATION
AUTHORIZATION
I IAUTHORIZE,
AUTHORIZE,WITHOUT
WITHOUTPRESERVATION,
PRESERVATION,ANY
ANYPARTY
PARTYOR
ORAGENCY
AGENCYCONTACT
CONTACTBY
BY
(COMPANY'S
(COMPANY'SNAME
NAMEHERE),
HERE),OR
ORAN
ANAGENT
AGENTOF
OF(COMPANY'S
(COMPANY'SNAME
NAMEHERE)
HERE)TO
TOFURNISH
FURNISH
THE
THEABOVE-MENTIONED
ABOVE-MENTIONEDINFORMATION.
INFORMATION.
I Ihereby
herebyauthorize
authorizeprocurement
procurementofofconsumer
consumerreport(s),
report(s),ififhired
hired(or
(orcontracted),
contracted),this
thisauthorization
authorizationshall
shall
remain
remainon
onfile
fileand
andshall
shallserve
serveasasongoing
ongoingauthorization
authorizationfor
foryou
youtotosecure
secureconsumer
consumerreports
reportsatatany
anytime
time
during
duringmy
myemployment
employment(or
(orcontract)
contract)period.
period.Any
Anyreproduction
reproductionofofthis
thisdocument
documentshall
shallbebeasasvalid
validasasthe
the
original.
original.
_____________________________________
_____________________________________
Print
PrintYour
YourName
Name

____________________________________
____________________________________
Signature
Signature

_____________________________________
_____________________________________
Date of Birth
Date of Birth

____________________________________
____________________________________
Social Security Number
Social Security Number

_____________________________________
_____________________________________
CDL
CDL##and
andState
StateIssued
IssuedInIn

____________________________________
____________________________________
Today's
Today'sDate
Date
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SUMMARY OF YOUR RIGHTS UNDER THE FAIR
CREDIT REPORTING ACT
The Fair Credit Reporting Act (FCRA) is designed to promote accuracy, fairness, and privacy of
information in the files of every Consumer Reporting Agency (CRA). Most CRA's are credit bureaus
that gather and sell information about you - such as where you work and live, if you pay your bills on
time, and whether you have been sued, arrested, or filed for bankruptcy - to creditors, employers, and
other businesses. Other CRA's gather information about employment related matters including acts of
theft or dishonesty, and sell that information to prospective employers. The FCRA gives you specific
rights in dealing with CRA's, and requires CRA's to provide you with a summary of these rights as
listed below. You can find a complete text of the FCRA, 15 U.S.C. 1681 et seq., at the Federal Trade
Commission's web site (http://www.ftc.gov).
•

You must be told if information in your file has been used against you. Anyone who uses the information from a CRA to take
action against you - such as denying an application for credit, insurance, or employment - must give you the name, address and
phone number of the CRA that provided the report.

•

You can find out what is in your file. A CRA must give you all the information in your file, and a list of everyone who has
requested it recently. There is no charge for the report if your application was denied because of information supplied by the
CRA, and if you request the report within 60 days of receiving the denial notice. You are also entitled to one free report per
year if you certify that (1) you are unemployed and plan to seek employment with 60 days, (2) you are on welfare, or (3) your
report is inaccurate due to fraud. Otherwise, a CRA may charge you a fee of up to eight dollars.

•

You can dispute inaccurate information with the CRA. If you tell a CRA that your file information contains inaccurate
information, the CRA must reinvestigate the items (usually within 30 days) unless your dispute is frivolous. The CRA must
pass along to its source all relevant information you provided. The CRA also must supply you with written results of the
investigation and a copy of your report, if it has changed. If an item is altered or deleted because you dispute it, the CRA
cannot place it back in your file unless the source of the information verifies its accuracy and completeness, and the CRA
provides you a written notice that includes the name, address, and phone number of the source.

•

Inaccurate information must be deleted. A CRA must remove inaccurate information from its files, usually within 30 days after
you dispute its accuracy. The largest credit bureaus must notify other national CRA's if items are altered or deleted. However,
the CRA is not required to remove data that is accurate unless it is outdated or cannot be verified.

•

You can dispute inaccurate items with the source of information. If you tell anyone - such as a creditor who reports to a CRA that you dispute an item, they may not then report the information to a CRA without including a notice of your dispute. In
addition, once you have notified the source of the error in writing, they may not continue to report it if it is in fact an error.

•

Outdated information may not be reported. In most cases, a CRA may not report negative information that is more than seven
years old.

•

Access to your file is limited. A CRA may provide information about you only to those who have a need recognized by the
FCRA - usually to consider an application you have submitted to a creditor, insurer, employer, landlord, or other business.

•

Your consent is required for all reports that are provided to employers. A CRA may not report to your employer, or prospective
employer, about you without your written consent.

•

You may seek damages from violators. You may sue a CRA or other party in state or federal court for violations of the FCRA.
If you win, the defendant may have to pay damages and reimburse you for attorney fees. If you lose and the court specifically
finds you sued in bad faith, you and your attorney may have to pay the defendant's fees.

You may have additional rights under state law. You may wish to contact a state or local consumer
protection agency or a state attorney general to learn those rights. Please be sure to include the report
date, your name, social security number, and your signature. Request for corrections submitted by
persons purporting to act on your behalf can only be accepted if they contain your written
authorization.
The FCRA gives several different federal agencies authority to enforce the FCRA. For additional
questions or concerns regarding CRAs and/or the FCRA, you may contact the Federal Trade
Commission, Bureau of Consumer Protection - FCRA Washington, DC 20580 - (202) 326-3430.
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SAMPLE
SAMPLEPRE-EMPLOYMENT
PRE-EMPLOYMENTSCREENING
SCREENINGPOLICY
POLICY
ItItisisstandard
standard[Company
[CompanyName]
Name]practice
practicetotorequire
requirepre-employment
pre-employmentbackground
backgroundscreening,
screening,asas
specified
below,
as
a
means
of
verifying
applicant
data
prior
to
hire.
This
standard
specified below, as a means of verifying applicant data prior to hire. This standardapplies
appliestoto
regular
regularand
andnon-regular
non-regularemployments,
employments,including
includingrehires
rehireswhere
wherethe
theseparation
separationperiod
periodisismore
morethan
than
3030days.
Pre-employment
background
screening
is
required
for
all
rehires
into
designated
days. Pre-employment background screening is required for all rehires into designated
positions
positionsregardless
regardlessofofthe
theduration
durationofofthe
theseparation
separationperiod.
period.
ItItisisintended
intendedthat
thatbackground
backgroundchecks
checkswill
willbebemade
madeafter
afterreaching
reachinga adecision
decisiontotooffer
offeremployment
employment
following
the
usual
candidate
review
process.
following the usual candidate review process.
Failures
Failurestotodisclose
discloseand
anddiscrepancies
discrepanciesbetween
betweenthe
theemployment
employmentapplication
applicationand
anda abackground
background
report
reportwill
willbebereviewed
reviewedand
andevaluated
evaluatedbybyHR.
HR.HR
HRwill
willconsult
consultwith
withSecurity
Securityand
andLabor/
Labor/
Employment
EmploymentLaw
Lawasasappropriate.
appropriate.Any
Anyadditional
additionalinvestigation
investigationwill
willbebeconducted
conductedbyby[Company
[Company
Name]
Name]Security
Securityororthe
thecompany’s
company’sdesignated
designatedthird-party
third-partybackground
backgroundscreening
screeningagency.
agency.Criteria
Criteria
for
forevaluating
evaluatingbackground
backgroundreports
reportsare
areset
setout
outbelow,
below,following
followingthe
thebackground
backgroundscreening
screeningmatrix.
matrix.
Copies
Copiesofofallallinvestigative
investigativereports
reportsshould
shouldbeberetained
retainedininthe
thecandidate’s
candidate’sfile.
file.
Any
Anydecision
decisionononemployment,
employment,ororonondiscipline
disciplineorortermination
terminationofofa acurrent
currentemployee,
employee,asasa aresult
resultofof
information
generated
by
the
background
checks
should
be
reviewed
for
consistency
and
endorsed
information generated by the background checks should be reviewed for consistency and endorsed
byby[Company
[CompanyName]
Name]Recruiting
Recruiting&&Employment,
Employment,Security,
Security,and
andLabor/Employment
Labor/EmploymentLaw.
Law.
Waiver
WaiverProvision
Provision
Hiring
Hiringananindividual
individualprior
priortotocompletion
completionofofpre-employment
pre-employmentbackground
backgroundscreening
screeningisisdiscouraged.
discouraged.
However,
where
it
is
deemed
necessary
due
to
business
necessity,
approval
However, where it is deemed necessary due to business necessity, approvalmay
maybebeauthorized
authorizedby
by
the
thehiring
hiringorganization’s
organization’ssenior
seniormanagement
managementfollowing
followingendorsement
endorsementbybySecurity
Securityand
andHR.
HR.InIn
such
suchcases,
cases,the
theindividual’s
individual’semployment
employmentwill
willbebeconditioned
conditionedononcompletion
completionofofthe
thepre-employment
pre-employment
background
backgroundscreening
screeningand
andevaluation
evaluationprocess.
process.No
Noexceptions
exceptionstotopre-employment
pre-employmentbackground
background
screening
screeninginvolving
involvingdesignated
designatedpositions
positionsare
arepermitted.
permitted.
InInconsidering
consideringconditional
conditionalemployment
employmentarrangements
arrangementsdue
duetotobusiness
businessnecessity
necessity(typically
(typicallyrestricted
restricted
totoexecutives),
executives),organizations
organizationsshould
shouldbalance
balanceoperational
operationalneeds
needsagainst
againstother
otherconsiderations/
considerations/
exposures
exposurestotothe
thecompany.
company.Because
Becausecandidate
candidatedisqualification
disqualificationdue
duetotobackground
backgroundproblems
problemsoccur
occur
regularly,
regularly,atatleast
leastthe
thefollowing
followingissues
issuesshould
shouldbebeconsidered
consideredbefore
beforeearly
earlyhire
hireisisapproved:
approved:
1.1. InInalmost
almostallallcases,
cases,ififthere
thereisisa aproblem,
problem,ititwill
willbebeimpractical
impracticaltotoattempt
attempttotorecover
recover
relocation
relocationcosts,
costs,e.g.,
e.g.,home
homesearch,
search,new
newhire
hireloan,
loan,home
homesale/purchase,
sale/purchase,home
home
finding/interim
finding/interimliving
livinglump
lumpsum,
sum,moving
movingexpenses,
expenses,relocation
relocationallowance/miscellaneous
allowance/miscellaneous
expense
expensepayment,
payment,etc.,
etc.,asaswell
wellasassalary
salaryadvances
advancesand
andtraining
trainingcosts.
costs.
2.2. Individuals
Individualsmay
mayquit
quittheir
theircurrent
currentjob,
job,remove
removechildren
childrenfrom
fromestablished
establishedschools,
schools,etc.
etc.toto
accept
accept[Company
[CompanyName]
Name]employment,
employment,increasing
increasingthe
thepossibility
possibilitythe
theindividual
individualwill
will
challenge
challengea adecision
decisiontotorevoke
revokethe
theoffer.
offer.
3.3. The
Theabove
abovefactors
factorsput
putpressure
pressureononthe
theobjectivity
objectivityofofthe
thedecision-making
decision-makingprocess
processwhen
when
there
is
an
issue
with
the
background
report.
there is an issue with the background report.
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4. The removal of the employee from the workplace may disrupt the workplace and harm
the morale of other employees.

X

X

X

X

X

X

X

INS Form 10-9

X

Pre-Placement
Medical
Assessment

X

Prof. Accredited

X

Military

Credit History

Education
X

Motor Vehicle
Record

X

Criminal
Record

Current Employees
not previously
screened
New Regular Hires
Contractors and
Vendors

Employment
History

Identification

EMPLOYMENT BACKGROUND SCREENING MATRIX

X
X

X

X

X
X

Employment Application and Background Report Principles
Any intentional misrepresentation or failure to disclose information on the employment
application should result in immediate revocation of the employment offer, or termination of
employment if the applicant has been employed.
Any felony, misdemeanor, or other offense (including attempt or conspiracy) that is relevant to
the work to be performed by an applicant or to the presence of the individual on company
premises, that is either disclosed by an applicant or discovered in a background check should
result in immediate revocation of the employment offer, or termination of employment if the
applicant has been employed. Factors such as commission of the offense when a youth and very
old convictions may, in some circumstances, work against relevance and a decision to revoke or
terminate. Even if an applicant has not been formally convicted of a crime or offense (for
example, in the case of a “deferred adjudication” [except where consideration is prohibited by
law] or an unresolved charge or indictment), if investigation determines that the applicant
engaged in conduct of the type prohibited, the offer should be revoked or employment
terminated, as set out above. The types of crimes and offenses that are usually found to be
relevant include, but are not limited to, the following:
♦
♦
♦
♦
♦
♦
♦

Theft (e.g., robbery, theft, burglary, hot checks, etc.)
Fraud or embezzlement
Industrial espionage or trade secret theft
Physical violence, such as assault, battery, or homicide
Sexual crimes
Sale, distribution, or possession of illegal substances
Weapons or contraband-related offenses

DWI, DUI, public intoxication, or other alcohol or drug offenses (always relevant for designated
positions and security drivers)
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SAMPLE WORKPLACE VIOLENCE POLICY
Nothing is more important to (Company Name) than the safety and security of its employees.
Threats, threatening behavior, or acts of violence against employees, visitors, guests, or other
individuals by anyone on (Company Name) property will not be tolerated. Violations of this policy
will lead to disciplinary action, which may include dismissal, arrest, and prosecution.
Any person who makes substantial threats, exhibits threatening behavior, or engages in violent acts
on (Company Name) property shall be removed from the premises as quickly as safety permits, and
shall remain off (Company Name) premises pending the outcome of an investigation. (Company
Name) will initiate an appropriate response. This response may include, but is not limited to,
suspension or termination of any business relationship, reassignment of job duties, suspension or
termination of employment, or criminal prosecution of the person or persons involved.
No existing (Company Name) policy, practice, or procedure should be interpreted to prohibit
decisions designed to prevent a threat from being carried out, a violent act from occurring, or a lifethreatening situation from developing.
All (Company Name) personnel are responsible for notifying the management representative
designated below of any threats they have witnessed or received and any threats that they have been
told another person has witnessed or received. Even without an actual threat, personnel should
report any behavior they have witnessed which they regard as threatening or violent when that
behavior is job-related, might be carried out on a company-controlled site, or is connected to
company employment. Employees are responsible for making this report regardless of the
relationship between the individual who initiated the threat or threatening behavior and the person
or persons who were threatened or were the focus of the threatening behavior. If the designated
management representative is not available, personnel should report the threat to their supervisor or
another member of the management team.
All individuals who apply for or obtain a protective or restraining order that lists company locations
as protected areas must provide to the designated management representative a copy of the petition
and declarations used to seek the order, a copy of any temporary protective or restraining order
granted, and a copy of any protective or restraining order that is made permanent.
(Company Name) understands the sensitivity of the information requested and has developed
confidentiality procedures that recognize and respect the privacy of reporting employees.
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SAMPLE EMPLOYEE MISCONDUCT POLICY
These rules address serious acts of misconduct obviously contrary to the ability to maintain a safe, respectful,
orderly, and productive workplace. The actions and behaviors listed below will not be tolerated. This means
all such acts will be treated as extremely serious violations of the rules of conduct for which discharge will be
the first consideration. The list of items below is not intended to represent a complete list of unacceptable
conduct. There may be other acts of misconduct that result in the same consequences.
1.

Violations of safety rules, practices or policies

2.

Dishonesty

3.

Engaging in hostile, abusive, threatening, or disrespectful behavior while engaged in activities on
behalf of the company, including physical or mental intimidation, threats, or sexual or other forms of
harassment

4.

Use of abusive, threatening, provocative, or inflammatory language or gestures

5.

Receiving or attempting to receive pay under fraudulent circumstances or any other attempts to
defraud the company
Falsification of records, data documents, or other information including giving false or incomplete
information during employment or when applying for employment, or in connection with
management investigations

6.

7.
8.
9.

Engaging in a fight in the workplace or on site property or in activity that could provoke fighting
Use or possession of weapons, ammunition, explosives, or fireworks on site property or in the
workplace
Use, sale, distribution, manufacture, dispensing, or possession of drugs or alcohol in the workplace

10.
11.

While in the workplace, “presence in the body” of alcohol or drugs taken for non-medical reasons
Insubordination, including deliberate refusal to comply with reasonable requests or instructions

12.

Absence from work without notice or authorization from supervision, unless the cause of absence
prevents giving notice

13.

Conduct which violates common decency or morality

14.

Use of company electronic communications resources for non-business purposes, including
unauthorized access to the Internet or access to websites that are inconsistent with company policies,
ethics, values, and business practices

15.
16.

Horseplay or malicious mischief
Using or divulging, without permission, confidential information such as trade secrets, process
know-how, personnel data, salary information, business data, etc., regardless of whether the
information is taken wrongfully by the employee or merely passed on by the employee

17.

Theft, unauthorized possession, removal, or attempted removal of company property or property
belonging to employees, contractors, vendors, or visitors

18.

Sleeping on the job

19.

Intentional damage to company, employee, contractor, or vendor property

20.

Bringing “strike anywhere” matches on-site, or having any type of match, cigarette lighter, or flameproducing device in restricted areas

21.

Smoking except in designated smoking areas
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RECOGNIZING AND MANAGING
CARRIER SECURITY:
A HANDBOOK FOR HAZARDOUS
MATERIAL TRANSPORTERS
APPENDIX B

CARRIER SECURITY PROGRAM
DOCUMENTS

APPENDIX B
Carrier Security Program Documents
This appendix contains the following documents related to carrier’s security program:
♦ Sample Guidance on Suspicious Letters and Packages
♦ Sample General Weapons Policy
♦ Sample Bomb Threat Procedures
♦ Compact, Unified Security Policy and Procedures: Sample 1
♦ Compact, Unified Security Policy and Procedures: Sample 2
Adapted from, “Site Security Guidelines for the U.S. Chemical Industry” by the
American Chemistry Council.
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SAMPLE GUIDANCE ON SUSPICIOUS LETTERS AND PACKAGES
The considerations below apply to letters and packages that might contain bombs or hazardous
chemical or biological materials.
Workplaces tend to receive a great number of letters and packages every day. However, not even
one piece in a million contains a bomb or chemical or biological material designed to harm the
recipient, and closely analyzing each piece would drastically slow down delivery. Furthermore,
there is no way to prevent dangerous letters and packages from being sent. Detection and
interception are the only responses possible.
A prudent, risk-based approach to detecting dangerous letters and packages is likely to involve
general, initial screening by the mail clerk. Possible indicators of suspicious mail include the
following:
♦
♦
♦
♦
♦
♦
♦
♦
♦
♦
♦
♦
♦
♦

Lumps, bulges, protrusions, or lopsidedness
Unusual rigidity or bulk (in an envelope)
Handwritten or poorly typed addresses or labels
Use of string to bind a package
Excess postage (suggests the object was not weighed by the Post Office or a company
mailroom)
Lack of postage or uncanceled postage
Mismatching postmark and return address
Any foreign writing, address, or postage
Handwritten notes, such as: “To Be Opened in the Privacy of...,” “PERSONAL,”
“CONFIDENTIAL,” or “Prize Enclosed”
Incorrect spelling of common names, places, or titles
Generic or incorrect titles
Leaks, stains, strange odor, or protruding wires, string, or tape
No return address or nonsensical return address
Arrival before or after a phone call from an unknown person asking if the item was received

Mail that does not pass the simple, initial test should be subjected to interception (removal from
the mail flow) and follow-up screening. To conduct follow-up screening, the screener could ask
the recipient whether he or she was expecting the package, call the apparent sender, or use
screening technology. If the screener is still concerned after taking those steps, he or she should
report those concerns as directed by the company. The screener also should not open, shake,
sniff, or taste the package or its contents.
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SAMPLE GENERAL WEAPONS POLICY
In keeping with [Company Name]’s intent to provide a safe and secure work environment for its
employees, a “no weapons” policy has been instituted. No weapons of any sort (knife with blade
over 2½ inches long, handgun, rifle, shotgun, or other weapons originally designed, made, or
intended to fire a projectile by means of an explosion from one or more barrels) are permitted on
[Company Name]’s premises. This includes parking lots, leased buildings, leased vehicles, and
recreation areas before, during, and after normal business hours. This policy also applies when
associates are conducting company business, whether or not on company premises. The sole
exceptions apply to military or law enforcement personnel in the performance of their duties and
armored car escorts making pickups and deliveries (but side arms are to be holstered inside a
facility).
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SAMPLE BOMB THREAT PROCEDURES
The most popular method of making bomb threats is by telephone. It is important that as much
information as possible be received from the caller. All bomb threats should be taken seriously.
However, experience has shown that most anonymous threat calls are a hoax, intended to create
an atmosphere of anxiety and panic in order to interrupt normal activities. Therefore, absent
positive target identification (PTI) indicators or other credible information, an evacuation may not
be considered appropriate.
Threats by Phone
All persons who could receive a telephone bomb threat should be taught how to handle the
situation effectively. In the event a call is received, the following procedure should be followed:
• Stay calm, be courteous, and do not display fear.
• Activate telephone recording unit, if available.
• Listen carefully. During or immediately after the conversation, take notes of the exact time

the call was received, the exact words of the caller, and all details such as sex of caller,
accent, attitude, background noises, and motive. Use a bomb threat checklist to record the
details of the call.
• Advise the caller that the building, plant, or facility may be occupied and the explosion

could result in death or serious injury to many innocent people.
• Keep the caller talking; the more he or she says, the more helpful the information. If the

caller does not indicate the location of the bomb or the time of detonation, ask him or her
what time it is to go off and where it is located.
• After the phone call, notify the appropriate facility staff.
• Do not discuss the call with anyone else unless authorized to do so or required by law.

Threats by Mail
Following are the instructions on how to handle bomb threats received by mail. The most
likely recipients are mail room personnel and secretaries.
• Place all papers and envelopes associated with the threat in a bag or large envelope (clear

plastic bag if possible). Pick up any bomb threat note ONLY by the edge.
• Do not handle the written threat any more than absolutely necessary.
• Do not allow anyone else to touch the note unless specifically authorized by a security

representative or senior management.
Manager’s Responsibility
In all cases of bomb threat, the facilities or security manager should assess the seriousness of the
threat using the following bomb threat assessment and bomb threat response guidelines. He or
she should also, if appropriate, notify law enforcement authorities.
Bomb Threat Assessment
Is the threat credible?
Consider:
• Time of day and day of week
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• Mode—telephone or mail
• Identity of caller—child, female/male, young/old, drunk, foul language
• Specificity of the threat—time, location, type of explosive device
• Possibility of access to allow placing of the device

Does the threat contain Positive Target Identifications (PTIs)?
Did caller identify:
• Time the bomb is to detonate?
• Target to be destroyed?
• Bomb’s construction, shape, or description?
• Bomb’s location?

Bomb Threat Response
What is the proper response?
Do not evacuate?

This may be an appropriate response if there have been a number of
recent, publicized hoax bomb threats in the area; if the caller seemed
to be drunk; if the caller was a young child, or if it is a beautiful
Friday afternoon about an hour or so before quitting time. This is
especially true when no PTIs were provided in the bomb threat call.

Conduct a limited or
general search of the
facility?

Searches are usually the most appropriate choice and should
generally be the chosen response, especially if no PTIs or only one
PTI was given in the threat.

Order limited
evacuation, general
evacuation, or move
to a safe haven?

Evacuations are usually ordered only when the call is judged to be
serious, the threat credible, there is insufficient time to conduct a
thorough search, and the judgment is made that employees will be at
less risk evacuating or moving to a safe haven than remaining in
place and seeking cover. If two or more PTIs are given in the
bomb threat call, an evacuation may be in order.

How should the chosen response be executed?
• Use a PA announcement, telephone cascade, messenger, or other local notification plan.
• Determine who is to search and in what area. In general, employees should search their

own area to determine if there are any suspicious objects. Common areas should be
searched by those most familiar with the areas.
• Notify public law enforcement and emergency services as appropriate; notify

immediately if a suspicious object is found.
• If appropriate, determine who is to be evacuated and to what location.
• If evacuation is ordered before a search is done, determine for how long. Consider

options if weather is inclement. Consider possible effect on operations if evacuation
occurs at or near shift change.
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• Ensure that procedures are in place to account for all persons ordered to evacuate and determine

that they have in fact evacuated and there is an orderly shutdown of operations, if required.
• Coordinate with local authorities to determine if the area needs to be searched and who will

determine that operations can resume and people can return to their work stations.
Search Plans
A predetermined search should be organized. It is not effective to delegate the search to the police
alone because they are unfamiliar with the area and do not know which objects in the facility would
look unusual or out of place. The most effective search is possible when all employees are calmly
told about the bomb threat and the reason for the search and are then asked to check their familiar
areas for suspicious objects. Teams should be organized to search common areas. A search team
leader should be designated and a notification protocol developed to report search results to the
facilities manager. A plan should be developed to designate who is responsible for searching a
specific area—for example, security will search restrooms and outside areas, while facilities staff will
search LAN and electrical rooms.
The objective of the search activity is to search for and report suspicious objects. There are several
points to be stressed within search plans:
• The search should be systematic (divide the facility into search areas), it should be thorough,

and it should be done calmly. It should be done by company personnel. Identify the areas that
are most accessible to outsiders and the areas that are most vulnerable; search them first.
• When searching a room, the room should first be searched from floor to waist height, then from

waist height to eye level, and finally from eye level to ceiling. If the room has a false ceiling,
the false ceiling should also be inspected and searched.
• Nobody should move, touch, or jar any suspicious object or anything attached to it. The

removal or disarming of a bomb must be left to law enforcement professionals.

No Bomb Found
If no bomb (or suspicious object) is found, the facilities manager should advise employees, the police,
and local management and return the operation to normal activity.
Suspicious Object Found
If a suspicious object is found, the search team coordinator and the facilities manager should do the
following:
• Stress again to personnel not to touch or move the object.
• Evacuate personnel from the surrounding area.
• Prevent re-entering of the evacuated area.
• Inform the police who will take charge of getting the object deactivated and removed.
• After the object has been removed, finish searching to ensure that no other bombs have been

placed.
Bomb Explosion
If there is a bomb explosion, the facilities or security manager should take these steps:
• Determine if there are any injuries and attend to them immediately.
• Evacuate the surrounding area.
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• Ensure no one goes near the scene of the explosion except to remove the injured.
• Control access to the area as other bombs may have been set to detonate at intervals.
• Advise police who will take charge of the situation.
• Initiate the on-site emergency plan if fire fighting or other medical response becomes

necessary.
After-Action Plan
An after-action report, including incorporation of lessons learned, should be prepared
immediately after resolution of the event.
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COMPACT, UNIFIED SECURITY POLICY AND PROCEDURES:
SAMPLE 1
It is important that management state the security behavior expected while persons are on
company property or performing duties directly related to work requirements. This may best be
done by the issuance of a written policy, which articulates expectations and compliance criteria.
Procedures to comply with the policy should also be provided.
Access Control:
Policy: It is the policy of [Company Name] that access to the facility be limited to those who
have been granted authorization for access.
Procedures: The property boundary will be clearly defined. Signage will be used to direct
entrants to the appropriate entry point for processing onto the facility. Management will define
the process for granting authorization for access to an individual. This may include verification
of safety briefings and utilization of personal protection equipment. Employees, visitors, and
contractors will log into and out of the facility, when entering or exiting the facility after being
granted access authorization.
Pre-employment Screening
Policy: It is the policy of [Company Name] that pre-employment screening will be conducted on
candidates for employment.
Procedures: Human Resources will contract with a third-party provider approved by Corporate
Human Resources to conduct such screens.
Workplace Violence
Policy: [Company Name] has “zero tolerance” for any incident of violence in the workplace,
whether it be physical violence, verbal abuse, willful destruction of company property, or any
form of intimidation that affects the morale of the workforce. Such acts may be cause for
counseling, reprimand, or even termination of employment. Alleged incidents will be
investigated and sanctions exercised when warranted.
Procedures: Incidents of violence shall be reported to management immediately. Management
will take appropriate action to defuse an ongoing confrontation and to gather evidence for
investigation. Those involved in the incident shall be suspended from work, pending conclusion
of the investigation. After consideration of the facts, management will adjudicate the incident.
Employees victimized by violence, who obtain court-issued restraining orders, shall notify
management immediately and provide copies of documentation. Management will notify law
enforcement of any violations.
Drug and Alcohol Abuse
Policy: [Company Name] has a corporate policy on this subject.
Procedures: Local management should publicize the policy to all employees and, as necessary,
supplement the policy to reflect local conditions and requirements. NOTE: Local management
can only increase the severity of the policy, not reduce any conditions of the corporate policy.
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Protection of Information
Policy: It is the policy of [Company Name] that all company information—classified
confidential, internal, or external—be secured from unauthorized disclosure or misuse.
Procedures: Management will define information to be safeguarded. Information will be
disclosed on a limited basis and will be stored in a locked desk, file cabinet, or safe when not in
use. Employees, visitors, vendors, and contractors will be required to sign statements of
confidentiality before being granted access to the facility.
Weapons on Company Property
Policy: [Company Name] has a corporate policy on this subject.
Procedures: Management should ensure that anyone entering a [Company Name] facility is
made aware of the restriction of weapons on company property. Exceptions to the policy are
available based on specific needs. The policy and procedures should be supplemented at the local
level to ensure compliance and enforcement.
Incident Reporting
Policy: It is the policy of [Company Name] that security incidents be reported immediately to
Corporate Security.
Procedures: Security incidents should be reported to Corporate Security by calling [phone
number]. This will be followed by the submission of an incident reporting form. If security
guards are employed, the security post orders should include a requirement that the officer call
[phone number] about all emergency incidents.
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COMPACT, UNIFIED SECURITY POLICY AND PROCEDURES:
SAMPLE 2
1.0 APPLICABILITY: This policy shall apply to all company facilities.
2.0 PURPOSE: To require that minimum site security provisions be implemented to prevent harm to
individuals, to avoid business interruption, and to prevent loss of property and information, due to theft,
vandalism, violence, illegal and disruptive activities by extremist groups, and other criminal acts against the
company.
3.0 POLICY: Each company location shall implement a site security program. The program will be
developed considering the following potential sources of loss or disruption:
3.1 Theft, vandalism, and break-ins, considering both internal and external threats
3.2 Theft of confidential business information
3.3 Sabotage of equipment, utilities, and records; product contamination and tampering
3.4 Bomb threats
3.5 Demonstrators disrupting plant access and operations
3.6 Workplace violence and assaults
4.0 POLICY: Each company location shall designate an employee as the site security coordinator. This
person shall be responsible for performing the following security management functions:
4.1 Preparing and implementing a site security plan consistent with the requirements contained herein
4.2 Establishing relationships with law enforcement agencies
4.3 Developing and managing incident reporting systems and conducting investigations of breaches of
company security policy
4.4 Developing methods to increase employees’ security awareness
4.5 Working with the site emergency coordinator to address security issues in emergency and crisis
management planning and execution
4.6 Periodically reassessing the site’s security program
5.0 POLICY: The security measures at each site shall include the following provisions:
5.1 Access control for people and vehicles into production areas, warehouses, utility facilities, and
offices that contain business information that needs to be protected (“controlled areas”)
5.1.1 Signs to direct all visitors and vehicles to the appropriate entry points
5.1.2 A system to verify visitors (any non-employee) and vehicles prior to entering company premises, along
with safety and security briefing for all visitors
5.1.3 For non-employees, mandatory sign-in for access to controlled areas for at least the first visit (policy
on escorting visitors during subsequent visits to be developed by the location)
5.1.4 Identifying badge for all visitors, along with requirement to wear the badge so it is visible
5.1.5 Controlled areas to be provided with physical barriers capable of keeping unauthorized people and
vehicles out, except through designated entrance points (barriers shall not impede emergency egress
from facilities)
5.1.6 Access points to controlled areas placed so that receptionist has a clear and remote view of visitors
and vehicles approaching the facility
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5.2 Perimeter protection (such as fences, solid exterior walls, gates to block vehicle traffic,
and perimeter lighting) around controlled areas
5.3 Off-hours protection for controlled areas, such as remotely supervised intrusion alarms
or a contract security guard service touring the facility regularly
5.4 Back-up power systems for controlled areas where operations are critical and for
intrusion alarm and safety systems
6.0 POLICY: For employee security issues, refer to existing HR policies on the following subjects:
• Pre-employment screening
• Employee termination
• HR services
• “Zero tolerance” for violence
• Prohibition of weapons on company facilities, including parking lots
• Confidential business information
• Internal incident reporting systems
• Referring illegal or criminal activities to law enforcement
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RECOGNIZING AND MANAGING
CARRIER SECURITY:
A HANDBOOK FOR HAZARDOUS
MATERIAL TRANSPORTERS
APPENDIX C

DEPARTMENT OF TRANSPORTATION
HAZARD CLASSIFICATIONS

APPENDIX C
Department of Transportation Hazard Classifications
This appendix presents DOT classifications for hazards and placards in Table C-1.

Class 1 Explosives

-1.1

--

Forbidden Materials

--

Forbidden Explosives

Explosive 1.1

1.2

Explosive 1.2

1.3

Explosive 1.3

1.4

Explosive 1.4

1.5

Explosive 1.5

1.6

Explosive 1.6
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Additional
Description

49 CFR
173.21
49 CFR
173.53
49 CFR
173.50

Short
Description

Placard Name

None

--

49 CFR
Reference for
Description

None

DOT Hazard Classes.

Division

Class
Definition

Table C-1.

C-1

Mass
Explosion
Hazard
Projection
Hazard
Fire Hazard
and either
Minor Blast or
Minor
Projection
Hazard
Minimal
Hazard
Blasting
Agents

May explode if fire
reaches cargo area. Fire
may produce irritating or
poisonous gases.

Very
Insensitive
Detonating
Devices
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Class 3 Flammable
Liquids

Flammable
Gas 2

Flammable
Gas

2.2

Nonflammable
Gas 2

Nonflammable
Nonpoisonous
Gas

2.3

Poison Gas 2

Poisonous Gas

Flammable 3

Flammable
Liquid
Combustible
Liquid

--

49 CFR
173.120

Combustible 3
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C-2

Additional
Description

49 CFR
173.115

Short
Description

Placard Name

2.1

49 CFR
Reference for
Description

Class 2 Gases

DOT Hazard Classes.

Division

Class
Definition

Table C-1.

Extremely flammable;
may be ignited by heat,
sparks or flames. Vapor
extremely irritating.
May cause tissue
damage.
Container may explode
in a fire. Some materials
may burn. Contact may
cause tissue damage.
Container may explode
in a fire. Some materials
may burn. Contact may
cause tissue damage.
Poisonous if inhaled or
absorbed through the
skin.
Flash point below 141
degrees F
Flash point between 141
degrees F and 200
degrees F
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Flammable
Solid 4

4.2

4.3
Class 5

Class 6 Poisons

Flammable
Solids

Spontaneously
Combustible 4

Spontaneously
Combustible

Dangerous
When Wet 4

Dangerous
When Wet

5.1

49 CFR
173.127

Oxidizing
Agent 5.1

Oxidizing
Agents

5.2

49 CFR
173.128

Organic
Peroxide 5.2

Organic
Peroxide

6.1

49 CFR
163.132

Inhalation
Hazard

6.2

49 CFR
173.134

Poison
Inhalation
Hazard 6
Harmful Stow
away from
Foodstuffs 6
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C-3

Additional
Description

49 CFR
173.124

Short
Description

Placard Name

4.1

49 CFR
Reference for
Description

Class 4 Combustible
Solids

DOT Hazard Classes.

Division

Class
Definition

Table C-1.

Will ignite if exposed to
air. Fire may produce
irritating or poisonous
gases.
May be ignited by heat,
sparks, or flame. May
be poisonous if inhaled
or absorbed through
skin.
Flammable/combustible
material. May ignite by
heat, sparks, or flame.
May ignite with other
combustible materials
(i.e., wood, paper, etc.).
May be harmful if
inhaled.
May ignite if exposed to
air, heat, sparks or flame.
Contact may cause tissue
damage.
Poisonous if inhaled

Will contaminate food
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Radioactive 7

Class 8 Corrosives

8

49 CFR
173.136

Corrosive 8

Class 9 Miscellaneo
us
Dangerous
Substances
and Articles
None

9

49 CFR
173.140

9
(Miscellaneous
Dangerous)

49 CFR
173.144
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C-4

Additional
Description

49 CFR
173.403

Short
Description

7

Division

Class 7 Radioactive
Materials

Class
Definition

Placard Name

DOT Hazard Classes.
49 CFR
Reference for
Description

Table C-1.

Material has a specific radioactive activity
greater than 70 kBg/kg. External radiation
hazard from unshielded radioactive
material. Internal radiation hazard from
inhalation, ingestion, or skin absorption.
Some materials may burn. Degree of
hazard varies greatly depending on type
and quantity of material.
May burn, but not easily. Contact may
cause tissue damage. Poisonous if inhaled,
swallowed or absorbed through skin.
Materials that present
Miscellaneous
a hazard during
Dangerous
transport, but which
Substances &
are not included in
Articles
any other hazard
class.
Other Regulated Material-Dangerous
(ORM)
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